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| Le phishing, aujourd’hui

Q)e : Sekoia System Maintenance <notifications@getanyprivateinfo.com=>

Date: ven. 2 févr. 2024 a 13:01
Subject: Resolve Now: Limited Storage Preventing Email Activity - @sekoia.fr
To: < @sekoia.fr>

OE @ Etapes de
B Microsoft. redirections,
anti-bot,

(9 sexoia
Your mailbox has reached its capacity CA PTC H A ;
& al@sekoia.fr
| Enter password
50GB 49.9GB

Because you're accessing sensitive info, you need to verify

your password
@sekoia.fr mailbox is unable to send or receive messages due to limited

storage.

Password

Forgot my password
Sign in

Please visit your email portal to resolve this matter by freeing up space

To create additional space, click the "Free-up Space" button below.

Free-up Space

Mailbox address: @sekoia.fr

Pages de phishing AiTM usurpant la charte graphique
de la victime (dynamique)

Disclaimer




Fonctionnement de la technique
Adversary-in-The-Middle

()

Phishing
“classique”
devenu obsoléete
avec le MFA

Authentification Bypass du MFA
multifacteur avec le phishing
(MFA) AiTM

— Résolution d'un
challenge unique




Fonctionnement de la technique
Adversary-in-The-Middle

Victim

-

>
enters its credentials
displays the MFA
window
>

resolves the MFA
challenge

Phishing
webpage

-

relays the credentials

>

returns the MFA
challenge

-

relays the MFA
challenge

returns the session
cookie

Targeted

service




Ecosystéme cybercriminel associé au
Phishing-as-a-Service

Pages de Promotion et Acteurs majeurs:
phishing AITM M S - EvilProxy
clé en main pour Telegram (bots) - Caffeine
$120 a $1000 par - NakedPages

: - Tycoon 2FA
Mmois _

Greatness




Ecosystéme cybercriminel associé au

Phishing-as-a-Service

Name: Office 2FA Cookie Stealer (30 Days, Never Red Screen)
ANTI-RED 2FA OFFICE LINKS

Requires:
# Domain

Page Features:

# Auto Capture 2FA Cookies (Phone and Microsoft Authenticator
app).

# Available with Offline 2FA Attachment.

@ Available with Redirect Attachment.

# Link Statistics.

# Auto Grab victim number where the 2fa code was sent.
@ One Time (ON/OFF).

@ Block Countries (ON/OFF).

# Custom Page Title (ON/OFF).

@ Telegram ID.

# Custom Redirect Link.

@ Dynamic Codes.

# Auto Grab Email (Normal, Base64).

# Auto Fetch Custom Logos. Backgrounds.

Price: $400

3'9 OfficeTools

Caffeine
(670+ abonnés)

@evilproxy [Phishing as a Service]

Our phishing pages are 100% identical

You get LOGIN, PASSWORD, COOKIES and more info about user

11 Mbi MOXeM noMoub BaM NOBLICUTL YCTONUMBOCTL K
$UWIMHroBbLIM aTakaM. PULLIMHT Kak ycnyra (Phaas) - 3to
nporpaMma noBbILLEeHNA OCBEAOMIEHHOCTU 0 6e30MacHOCTH
[NS BCeX COTPYAAHUKOB OpraHun3auun.

Halum cumynaumuy GULINHIE NOAAEPXMUBAOTCA MPOrPaMMHON
nnatdopmoit cobcTeeHHOR pa3paboTku. B acTHOCTK, Hawe
63K3HA-NpUNOXeHWe NpeanaraeT NoNHbIA Habop GyHKUWIA,
HeobX0AUMBIX ANA NPOBEAEHUA PULLNHIOBLIX KAMNAHWIA:

11 We can help you improve your resilience against phishing
attacks. Phishing as a Service (PhaasS) is a security awareness
program for all employees of the organization.

Our phishing simulations are supported by an in-house developed
software platform. In particular, our backend application offers the
full set of functionalities required to conduct phishing campaigns:
Get a demo completely free 1 day!

2+ services:

m 10/20/31 days = 250/450/600$ (
-XWNWTT

/ /dim_IfqTy64)

@ icloud.com 10/20/31 days = 150/250/400$ (auto token/
cookies refresh up to 2 days with internal tool)

@ dropbox.com 10/20/31 days = 150/250/400$ (also sign in with
google)

@ github.com 10/20/31 days = 150/250/400%

@ linkedin 10/20/31 days = 150/250/400%

@ yandex.ru 10/20/31 days = 150/250/400$

@ faceboo 10/20/31 days = 150/250/400%

@ yahoo.com 10/20/31 days = 150/250/400%

Saad Tycoon Group (\
Latest Update % %

Introducing our brand-new Anti-Bot feature, designed to keep your
URLs super safe! @ =

Mode 1: . STRONG MODE | Highly recommended for ultimate
protection! No chance of detection, and your link stays strong for
months! §)

Mode 2: ) LOWANTI-BOT (&) Not recommended, but if you like
living on the edge! Higher chance of detection, and if your URL gets
caught, you'll have to pay for a domain change. (&5 Also, we
can't predict how long your link will last in this mode. Vg {2

Choose wisely, go for the best protection, and keep your links secure
with TeMa Tycoon's Anti-Bot update! ([ 3/

a + Ready to level up your security? Follow these simple steps to
tweak your Anti-Bot settings in the admin panel:

3 Login: Head to your admin panel and log in with your
credentials.

D Settings: Navigate to the "Settings" section.

§) Anti-Bot Level: Look for the "Anti-Bot" option and click on it.
@ Adjust Settings: Choose your desired Anti-Bot level from the
options available. Whether you want robust protection or a lighter

touch, it's all at your fingertips!

H Save Changes: Don't forget to save your changes before leaving
the panel.

Voila! You've successfully fine-tuned your Anti-Bot settings for
enhanced security. |} ‘Er‘ Stay safe online!

Naked Pages Announcement
17 READ THIS AND UNDERSTAND PLEASE !

WITH NAKEDPAGES YOU GET ACCESS TO OUR BOT AND CAN USE
copy [ ]
INBUILT REDIRECT/PHP REDIRECT
ATTACHMENT/OFFLINE ATTACHMENT
DIRECT LINKS

ALL IN THE POWER OF YOUR HANDS

'WE HAVE 2 TYPES OF LICENSE
NORMAL LICENSE: 300$
RENEW @: 2008

VIP LICENSE: 1K$
RENEW @: 7008

FOR NORMAL LICENSE YOU CAN USE ALL OUR PUBLIC PAGES LIST BELOW:

copy ]
Office(with 2fa bypass and cookies)

Outlook(+2fa bypass and cookies)

Yahoo + 2fa bypass + cookies

Aol + 2fa bypass + Cookies

Dropbox + 2fa bypass + Cookies

Ionos + 2fa bypass + Cookies

Rackspace + 2fa bypass + Cookie

------- Email Cookie Capture---------

(You get email access cookies to bypass 2fa for: Gmail(IF VIP), aol, yahoo, outlook, office)

adobex (Adobe Theme Capture Email Then Email cookies)

onedrivex (Onedrive Theme Capture Email Then Email cookies)
emailx (Plaid Capture Email Then Email cookies) (For banks)
autox (Automatic Capture Email From Autograb Then Email cookies)

EvilProxy
(3100+ abonnés)

Tycoon 2FA
(450+ abonnés)

NakedPages
(4400+ abonnés)




Fonctionnalités des kits vendus en
Phaa$S

()

Ciblage des services spécifiques (Microsoft, Gmail, Dropbox...)
Collecte des mots de passe, adresses email, adresses IP, navigateurs
Relai des challenges 2FA et collecte des cookies de session
Récupération automatique de la charte graphique de I'organisation
Exfiltration vers Telegram

Protection des pages avec un CAPTCHA, Cloudflare, anti-bot




Ecosystéme cybercriminel associé au
Phishing-as-a-Service

T3 2021
Premiéres campagnes massives

T1 2022
 Caffeine identifié,
W3LL ajoute AiTM

T2 2022
T2 2017 T3 2018 EvilProxy T3 2023
evilginx 2.0 NakedPages Tycoon

evilginx1.0
1 [

T2 2023
Dadsec

| T3 2022
Greatness

"




Investigation des
campagnes et
identification des kits de
phishing



Investigation des kits de phishing AiTM

(%) Objectifs (contexte, CTI, recherche, etc.)

Analyser une campagne de phishing
Contextualiser une page de phishing
llluminer I'infrastructure associée

Dénicher des nouvelles menaces émergentes




| Investigation des kits de phishing AiTM

cedby P ° °
O urlscan. A Home Q Search $ Live BEAPI 4 Blog M Docs 4 Pricing Corine As:o:d‘::;l:x[:agls C q rq Cte r I St I q u e S pe rtl n e n teS :

19152.ciseleO.com

URLs de redirection
Contenu

Titre de la page
Hébergement
Ressources contactées

L
W8 Add Verdict ) Report

Submitted URL: sh I HJ46
Effective URL: com/NOZcbtTxxEiGj/
Submission: On March 03 via manual (March 3rd 2024, 2:37:06 am UTC) from US®E  _ Scanned from AT

A summary 33HTI'P§ A Redirects WBehaviour 4 Indicators | &Similar EIDOM [ Content BRAPI ‘ ‘

Summary Screenshot

This website contacted 4 IPs in 3 countries across 5 domains to perform 5 HTTP transactlons
The main IPis 172.67.162.203, located in United States and belongs to ¢ F ENE

The main domain is i9152.cisele0.com.

TLS certificate: Issued by E1 on February 28th 2024. Valid for: 3 months.

shorturl.at scanned 6060 times on urlscan.io

This is the only time i9152.cisele0.com was scanned on urlscan.io!

urlscan.io Verdict: (v)

Live information
Page Title

rQdxWXndQt

Current DNS Arecord: 172.67.162.203

Analyse rapide de I'URL de phishing : urlscan.io ou console du navigateur web (bac & sable)

14




| Investigation des kits de phishing AiTM

oo urlscan. A Home Qsearch @ Live BEEAPI 4 Blog M Docs & Pricing Corine :S;::::Lﬂra:li
.
Search for domains, IPs, filenames, hashes, ASNs server.cloudfla re
server:cloudflare page.title.keyword:/[a-zA-Z]{10}/ filename:("jquery-3.6.0.min.js" AND "turnstile/vO/api.j: m 3 pq g e.title. keywo rd: / [ q — ZA — Z ] { ] 0 } /
Search results )Det . e . e
— - filename:”jquery-3.6.0.min.js
dlh8vxdpla.dx9no.com/v10h507mtr 3 2minutess & 49kB 6 5 1 E
o o o HEHPN /4
B oot wa s 4 1 m filename:"turnstile/v0/api.js
kwua knanumck.com/ninaphan, 3 s3minutes 48kB 5 4 2
fuyici.otandord. @ 2hous &L 51kB 7 6 2 E
f662p.emorasp8.com/220e/NzQyODI20C9mcm9udGVuZC9qdXBpdGVylL2ZpbGVtYWS5hZ2VyL2IuZGV. m 2 hours 2 48kB 5 3 1 E
O Osuiacruitelru/bialiblo @ 2hours L 49kB 5 4 1 E P .
S QR o Lo 5 s 1 + de 600 résultats sur 21 jours
@ 3hours L 49kB 5 4 1 E .
T ——— + de 175 noms de domaine
asp L @ 3hours EF 48kB 5 4 1 E
ymtol1.com/i011bwh 3 3hours &L 48kB 5 4 1 E
O  2¢jt2yonquel.com/42wkJYSKOykb @ shous L 49kB 5 4 2 =
svz.8j3h2.com/y2X6, 3 3hours L 48kB 5 4 1 E
21152.coustor.com/543K4TJIj8t8 8 6hous L 49kB 5 4 1 =E

Pivot a partir des éléments caractéristiques (titre, ressources requétées, domaines contactés, etc.)

15




| Investigation des kits de phishing AiITM €

@ khvOxBzYTb x | + v = o Burp Suite Community Edition v2024.1.1.6 - Temporary Project - B
= Burp Project Intruder Repeater View Help
< c @ dihgvxdpla.dxano.com Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer {5 Settings
Extensions Learn
Intercept HTTP history WebSockets history {8} Proxy settings
'V Filter settings: Showing all items ®
# URL Direction Edited  Length Notes TLS  Time Listener port  WebSock
SL  NUPS.UINOVXUPIA.UXYIV.COMIWEDD... & 1U Cllent Yz v 11.50.43 14... OUOU 1
52 https: dpla.dx9no. b - To server 1 v 17:58:43 14... 8080 1
53  https: dpla.dx9no.c: « To client 3 v 17:58:44 14... 8080 L
54  https: dpla.dx9no.ci b6... - To server 1 v 17:58:44 14._. 8080 1
55 https: dx9no.c b6... - To server 96 v 17:58:45 14._. 8080 it
56  https://dih8vxdpla.dx9no.com/web6... « To client 1 v 17:58:45 14... 8080 1
[ =] Mi ft 57  https://dih8vxdpla.dx9no.com/web6... - To server 1 v 17:58:46 14... 8080 1
mm Vicroso https://dih8vxdpla.dx9no.com/webb... ¢ To client 1 v 17:58:4714... 8080 1
PradeenG@41I7li icrosofi 59 https: pla.dx9no.com. - To server 3 v 17:58:47 14... 8080 S b
radeepG@4il7lj.onmicrosoit.com https: pla.dx9no.comh « To client 1 v 17:58:4814.. 8080 1
b . 61  https: dpla.dx9no. ... = To server 1 v 17:58:48 14... 8080 1
Approve sign in request 62 https: dpla.dx9no. b6... « To client 1 v 17:58:4914.. 8080 1
63  https: dpla.dx9no.ct b6... - To server I v 17:58:49 14... 8080 1
Open your Authenticator app, and enter the
number shown to sign in. Message a
Raw Hex B \n =
63 1 42["send_to_browser",{"route":"enterpassword","arguments": ["7!K6/ndTc5{%zH] *"], "getresponse" :1}] E
1
51
No numbers in your app? Make sure to upgrade to the =
latest version
1 can't use my Microsoft Authenticator app right now B
More information z
T
14
@ & €[> | sean ©| 0 highlights
Termsofuse  Privacy & cookies .« . « Event log All issues ® Memory: 131.5MB

Analyse poussée avec Burp Suite en jouant I'attaque (avec un compte test)

16




| Investigation des kits de phishing AiTM

i Search resources, services, and docs (G+ > ¥l la-corine-admin@ficon... @
Microsoft Azure pel (G+/) b QO & O A& M365 SANDBOX @
=5 —
Home > La Corine < SPUR —_
o) La Corine | Sign-in logs = - X
User
e 104.252.183.15
‘/O Search | i Download ¢33 Export Data Settings & Troubleshoot O Refresh == Columns R'j Got feedback? / [ -] L e et . A
4a Overview s : : : : G s :
O This view will be soon replaced with a view that includes refresh tokens and application sign-ins. Try out our new sign-ins preview. —>
o <+ 10425218315 = DATACENTER
@ Audit logs
: o4 E creenFlopiic [ As204057
9 sign-in logs Date : Last 24 hours Show dates as : Local User contains a3a10b46-138c-452¢-81d8-77d723a55040 7 Add filters
i Date l User ™y Application ™y Status IP address ™N cation requirem...
« Diagnose and solve problems PP q
Manage 3/14/2024, 6:20:48 PM La Corine OfficeHome Success 104.252.183.15 ultifactor authentication % SPUR =

3/14/2024, 6:20:45 PM La Corine OfficeHome Interrupted 104.252.183.15 Multifactor authentication

El Custom security attributes

: 3/14/2024, 6:19:28 PM La Corine OfficeHome Failure 104.252.183.15 Multifactor authentication
as Assigned roles
. s ety e 3/14/2024, 5:58:54 PM a3a10b46-138c-452c-81d8-7... OfficeHome Interrupted 188.127.227.138 Single-factor authentication a 142.252.171.60
& Administrative units
. 2 - - This IP is hosted in a datacenter.
3/14/2024, 5:55:48 PM a3a10b46-138c-452¢-81d8-7... OfficeHome Failure 142.252.171.60 Single-tactor authentication

&2 Groups

= & s
&2 Applications ¢+ 14225217160 BB DATACENTER

E creenFropLic [ As204957

Analyse des tentatives de connexion & partir des journaux d’Azure — adresse IP




| Investigation des kits de p

O

2 O 2/60 security vendors and no sandboxes flagged this file as malicious
e 92685e4a215cd21cb905a6¢1b3692db41f1a29e8fc 248839 4121659
OTT_v1.0.zip
Community
Score
DETECTION DETAILS RELATIONS CONTENT TELEMETRY COMMUNITY
Bundled Files (47) ©
Scanned Detections File type Name

v 2023-07-06 3/59 PHP ott/sms.php
v 2023-07-05 2/58 PHP ott/assets/bg.php
v 2023-07-05 2/58 PHP ott/assets/c.php
v 2023-07-05 2/59 PHP ott/assets/e.php
v 2023-07-05 2 /57 PHP ott/assets/f.php
v 2023-07-05 2/58 PHP ott/assets/fi.php
v 2023-07-05 2/59 PHP ott/assets/i.php
v 2023-07-09 2/58 PHP ott/assets/k.php
v 2023-07-05 2/59 PHP ott/assets/lg.php
v 2023-07-05 2/58 PHP ott/assets/sc.ph)
v 2023-07-05 2/58 PHP ott/assets/sigfop.php
v 202307-10 2/58 PHP ott/login.pfip
v 2023-07-05 2/59 PHP ott/phoneappnojif.php
«  2023-07-05 2/58 PHP ott/phoneappétp.php
v 20230705 2/58 PHP ott/procese/php
v 2023-07-05 2/58 PHP ott/twoawayoff.pl
v 2023-07-05 2/58 PHP ott/twoawaysps.ph
v 2023-07-05 2/58 PHP ott/validate/ph)
v 2023-07-05 2/59 PHP ott/verification.php
v 2023-07-05 1/58 PHP ott/assets/jquery.php
v 2023-07-05 1/58 PHP ott/assets/style3.php,
v 2023-07-05 1/58 PHP ott,’lis‘.php/
v 20230705 1/59 PHP ott/p/indetphp
v 2023-07-05 1/59 PHP ott/p/logout.php

NN

hishing AITM

En pivotant sur les fichiers :

- homs
/login.php : fake login page - hashs

contenu
/process.php : fonctions principales

Code source (ZIP ou RAR)

/validate.php : Cloudflare Turnstile . . .
disponible sur VirusTotal

/verification.php : challenges MFA
/p/index.php : construction des pages HTML

Recherche du code source, ayant potentiellement fuité sur VirusTotal

18




| Analyse des kits de phishing

seKkoia Co.de yvork.flow of the Dadsec OTT AiTM
phishing kit

@ index.php B login.php B verification.php Redirect URL

:// Custom URL

MFA method MFA
choice prompt / wait

Password
prompt

Email
prompt

Cloudflare
Turnstile

\ / B process.php
validate.ph

Dadsec’s operator domain & exit servers

:// Microsoft 365 homepage

@ ott.codes

\/

Microsoft authentication services

@ login.microsoftonline.com




| Suivi des infrastructures

Heuristiques de recherche
proactives, a partir

e De I'empreinte des serveurs

e Des certificats TLS

e Delaréponse HTTP du serveur sur des
chemins

— lllumination des infrastructures a partir des
services de scan (Shodan, Censys) et nos outils

internes

Q Hosts v
censys
Host Filters Hosts
Results: 778 Time: 6.58s
Labels:

767 remote-access
48 default-landing-page
4 database
3 file-sharing
2 email
& More

Autonomous System:

384 ASGHOSTNET

73 AS-HOSTINGER

61 DIGITALOCEAN-ASN

36 IS-AS-1

19 AKAMAI-LINODE-AP
Akamai Connected
Cloud

& More

Location:

405 Germany

201 United States
55 Netherlands

23 Lithuania

19 United Kingdom

GJ 5.230.77.70

Linux ASGHOSTNET (12586)

(_ remote-access )

22/SSH

J 64.23.185.63

¢ * ’.{ -

services:(port:3000 and banner_hashes="sha256:577d61201b43f8bd52426b083d88a32664a69492dd9361d9fc5¢c7d8882d053")

3000/HTTP

Linux DIGITALOCEAN-ASN (14061)

( remote-access )

22/SSH

J 185.230.64.195

Ubuntu Linux

3000/HTTP

AS-HOSTINGER (4758

(r 1t ) (_default-landing-page )

22/SSH

(J 5.230.44.62

Linux ASGHOSTNET (12586)

(_ remote-access )

22/SSH

80/HTTP

3000/HTTP

Hesse, Germany

Galifornia, United States

http://5.230.77.70:3000/v404/static/stat.css GET request via Socks vl Query the API

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Connection: keep-alive

Content-Length: 745

Content-Type: text/css; charset=UTF-8

Date: Tue, 19 Mar 2024 08:03:57 GMT

ETag: W/"2e9-18ela370f19"

Keep-Alive: timeout=5

Last-Modified: Thu, 07 Mar 2024 18:39:59 GMT
IX-Powered-By: Express

pour le PhaaS NakedPages

exemple d’heuristique

body {
background: #f5f5dc;

color: #333;
line-height: 1.6;

.container {
margin: auto;
color: red;
width: 50%;
padding: 20px;

font-family: 'Courier New', Courier, monospace;

scan sur des ressources spécifiques *




| Suivi des infrastructures

Nombre de serveurs C2 actifs pour Evilproxy et NakedPages en 2024 (heuristiques proactives)

800 == Evilproxy
== NakedPages

600 /

400
e /

200

07/01/2024 21/01/2024 04/02/2024 18/02/2024 03/03/2024 o




| Suivi des infrastructures

Nombre de domaines de phishing détectés par semaine pour Caffeine, Evilproxy, Greatness, NakedPages et Tycoon 2FA (heuristiques urlscan.io)

125 == Caffeine
== Evilproxy
Greatness

== NakedPages
__!‘-"/4
100

—

. i ss & " ~ ‘
// S T &
= o L

07/01/2024 21/01/2024 04/02/2024 18/02/2024 03/03/2024

22




| Suivi des campagnes de phishing

Analyse automatique des QR
codes par la sandbox VirusTotal
Jujubox

— Heuristique de recherche sur
le comportement:

PDF > browser > Turnstile

Please use your smartphone camera to scan the QR code below for quick access to your document for
review

T

i
m
| H
s

5

Al Parties completed. Please Docusign - 2024 Employee Beneiits/Salary Increase Schedue (REVISED)

Do Not Share This Email
“This email contains a secure link to Docusign. Please do not share this emaillink, o access code with others

About Docusign
Sign documents electrorically in just minutes. it's safe, secure, and legally binding. Whether youire in an offce, at home, onthe-go - or
@ven across the globe Digital

Questions about the Document?
i or

Just a moment,

[] verify you are human -
< T

this page is running browser checks to ensure your security

PDF malveillant contenant un
QR code

Page de phishing protégé par

Cloudflare Turnstile 03




| Suivi des campagnes de phishing

ingle-argument” behavior_ : .cloudflare.com type:pdf

FILES-20/2.7K  Pro+l1Kresults

EAAO36E505B5C5FFFBT84FETE2TE682E4701696131167E0TT265EA4063398052
@ - Docusign_i _USER robert.condon.pdf
paf

2FTFTBFO689A3320BB02F533C2075C1BFALE2D6D77190FDSD3B4DCEDTEE40195
@ © salesforce Connector's Document.pdf

pdf  checks-userinput  checks-network-adapters

01462074983D11709BC49FAE29187F627F541E61F22AEAFCO13E46840CDOF58D
@  Employee benefit for celso.marcandali.pdf
Pl checks-userinput  checks-network-adapters

C209D61E1E9IBSF30A10E8DB392250D43F4F 1E39E2CAD31997D43F826229D5CFA
@ Ksgroup_HLZIRAKL98541.pdf
pdf  checks-userinput  checks-network-adapters

DB2287110D34C293A290FB43C976DICIEIIIEC 1

@ | Docusgin Benefit and Payroll for agreer.pdf
pdf  checks-userinput  checks-network-adapters

9B6462822BF23291DCOECCOD395B2F 38DDEDFOO88IC3488F56DTIIGDEBABBIDY
@ ) Benefits Policy Update for nick.goodman.pdf
pdf

4BO32EA9658EFEDIGBA13CFAAC359DC1D52AB2F6DO450B837910079ABO2DTFEC
@  DocuSign_PayoutStatement_USER ccaiazzo.pdf
paf

BBAS6CO73BFFDBECODF38647D48F1932102119928A6DSFF 360B4E60507DTSASF
@ . Benefits Policy Update for kristywheeler.pdf
pdf  checks-user-input  checks-network-adapters

006473277B963E581BE4400F 2E58DD2DABDACOATCOFCBESECSF2E6B203472CE
@ . Benefits Policy Update for smatthews.pdf
pf  checks-userinput  checks-network-adapters

61638146A45D2C 188883 TCCBCBCAT3E
@ © ATTe0e1-5.pdf
pdf  checks-userinput  checks-network-adapters

C1A89CABF49FC8F214CDDID30A155F50D81B0A14CB303E62EAS6242C4A199DFF
@ © Thu 21st March-plans.pdf
pdf

17718 104159221C04E14B538C 1A19365AEAFL
@ ) Final Distribution.pdf
pdf checks-userinput  checks-network-adapters

326FFOA410D9OFIBOF30851B984ELFT46FO2AFSBALDESAFSACO157316D3672C
Employee Benefits Plan for Ntash (1).pdf

checks network-adapters

smartsearch %= | & [ @ &

Sortby v Filter by ™ Export v

Detections Size First seen Last seen

Tycoon 2FA

Greatness

(offline) -
NakedPages Sy

NakedPages

NakedPages g

4-03-21

Tycoon 2FA 05

NakedPages

NakedPages _

Gredtness

Greatness

NakedPages
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Tools v/ Help

Submitters.
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-
1 g
-
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-
1
-
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1
-
1 0
1 h
-
i =

Y

type:pdf
behavior:"--start-maximized --single-argument

behavior_network:challenges.cloudflare.com

+ de 2700 résultats
sur 3 mois

Découverte du Phaa$S
“Tycoon 2FA”

24




De la détection a la
remeédiation



Stratégies de détection

Indicateurs : tracking (pro)qctif des domaines, adresses IP...
Détections spécifiques a chaque kit (structure d’URL, HTML...)
Journaux d’'authentification

Ressource canari dans la page de connexion

Journaux de proxy HTTP ou de navigation web

Actions courantes post-compromission

26




Journaux d’activités liés a
I'authentification

Journaux d'activité
Entra ID

Journal d'audit
Microsoft 365

SigninLogs UserLoggedin / UserLoginFailed
détails de contexte enrichis minimaux
étapes de l'authentification non oui
ID de session non oui
collecte SIEM historiqguement plus complexe plus simple
ID de pivot properties.id Id

properties.originalRequestld

IntraSystemld
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HTTP

EVENTS

Journaux d’activités liés a ©
I'authentification

B Microsoft
< diegos@47ljonmicrosoft.com
Entrez le mot de passe

Mot de passe

Jai oublié mon mot de passe

Conditions d'utilisation

&

Se connecter

é et cookies

é:p conforme

B Microsoft

diegos@4ll7lj.onmicrosoft.com B2 Microsoft
T . s [ LEVT
Vérifiez votre identité < diegos@AII7lj onmicrosoft com mi Microsoft
diegos@4l17lj.onmicrosoft.com
Approuver une demande sur mon Entrer le code
application Microsoft Authenticator Rester connecté ?

[ Entrez le code affiché dans Iapplication
Microsoft Authenticator sur votre appareil

" Cela vous permet de réduire le nombre de fois ot
mobile

Utiliser un code de vérification vous étes invité & vous connecter.

Code

D Ne plus afficher ce message

Plus d'informations

Plus d'informations
. . 5 5 5 Non
Vos méthodes de vérification sont-elle a jour ? Vérifiez a
httpsy/aka.ms/miasetup -

Annuler

Conditions dutilisation  Confidentialité et cookies ~ Accessibilité : partiellement conforme ~ ++ + Conditions dutilisation é et cookies é conforme -+ Conditions dutilisation ~ C é et cookies

é:p conforme

POST /login

POST /SAS/BeginAuth POST [SAS/EndAuth POST /kmsi

Login:login

POST [SAS/ProcessAuth

SAS:BeginAuth

SAS:EndAuth

SAS:ProcessAuth

Kmsi:kmsi
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| Opportunités de détection

RequestType UserAgent

InterSystemsid

Login:login Chrome/78.0.3904.108

e8c36924-4998-4180-9bbf-2cea5660f7f0

Cmsi:Cmsi

e8c36924-4998-4180-9bbf-2cea5660f7f0

SAS:BeginAuth  |Chrome/105.0.0.0

e8c36924-4998-4180-9bbf-2cea5660f7f0

SAS:EndAuth Chrome/105.0.0.0

e8c36924-4998-4180-9bbf-2cea5660f7f0

SAS:ProcessAuth

e8c36924-4998-4180-9bbf-2cea5660f7f0

Kmsi:kmsi Chrome/78.0.3904.108

e8c36924-4998-4180-9bbf-2cea5660f7f0

Anomalie de User-Agent
e absent
e Vvariations au sein d'une méme authentification
e ancien

exemple d’authentification via Caffeine
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| Opportunités de détection

@ ipinfo.io

AS399629 — BL Networks

Country

Website

Hosted domains 12,619
Number of IPv4 12,288

Number of IPv6 0

BS United States ®

blnwx.com

Anomalies d'adresse IP

datacenter (blacklist)
variations au sein d'une méme authentification
pays ou AS inhabituel (whitelist)

proxy résidentiel (threat intel)

A 38.45.71.91

This IP is contributing bandwidth to
PACKETSTREAM_PROXY. Anonymized traffic is

mixed with legitimate traffic from this network.

ASN type Hosting
RequestType ClientIP ASN (enrichissement) Pays (enrich.) [InterSystemslid
Login:login 109.121.41.176 |AS215622 - MECRA BILISIM Serbie b3b092e0-ede9-...
SAS:BeginAuth  164.52.80.237  |AS399629 - BL Networks / Etats-Unis b3b092e0-ede9-...
SAS:EndAuth 64.52.80.237 |AS399629 - BL Networks Etats-Unis b3b092e0-ede9-...
SAS:ProcessAuth |38.45.71.91 - |AS174 - Cogent Communications Etats-Unis b3b092e0-ede9-...
% SPUR =




| Opportunités de détection

Signal faible : ID d’application cliente

Applicationid

Nom

Kits

4765445b-32c6-49b0-83e6-1d93765276c¢a

OfficeHome

EvilProxy, Caffeine, Tycoon, ...

00000002-0000-0ff1-ce00-000000000000

Office 365 Exchange Online

NakedPages

72782ba9-4490-4f03-8d82-562370ea3566

Office 365

Dadsec
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| Opportunités de détection

URL canari via CSS personnalisé (HTTP Referer)

Centre d’administration Microsoft Entra

3
2

(&

(5

Identité

Vue d'ensemble

Utilisateurs

Paramétres

Expériences utilisateur

I Marque de société

Gestion hybride

.ext-footer {

background-image: url('https://mon-serveur.fr/canari');
background-size: 0 0;

R Rechercher dans les ressources, services et documents (G+/)

> Marque de société > Personnaliser I'expérience de connexion par défaut > Marque de société >

Personnaliser |'expérience de connexion par défaut

Informations de base Disposition  En-téte  Pied de page Formulaire de connexion Révision

Configurez la disposition en choisissant un modeéle prédéfini et en configurant les principaux éléments de page y
tels que I'en-téte, le pied de page et le style avec CSS.

CSS personnalisé

Chargez le CSS personnalisé pour personnaliser I'expérience de personnalisation.

Parcourir

- |

CSS personnalisé (D Sélectionner un ou des fichiers

32




| Opportunités de détection

Journaux de proxy HTTP ou de navigation web

https:

/{login.microsoftonline.com/common/SAS/BeginAuth légitime

12
12
12
12
12
12

12

12

37
:37
137
137
:37
:38
:38
:38

#39.
:40.
141
:90.
199,
109.
109.
212

000
000

.000

000
000
000

000

.000

GET

POST
POST
POST
POST
POST
POST
POST

https:
https:
https:
https:
https:

https:

https

https:

//login
//login
//login
//login

.cliquez-sur-ouvrir.
.cliquez-sur-ouvrir.
.cliquez-sur-ouvrir.

.cliquez-sur-ouvrir.

info/organizations/oauth2/v2.8/authorize?client_id=476544
info/common/GetCredentialType?mkt=fr
info/common/instrumentation/dssostatus

info/common/login

/|/ login

.cliquez-sur-ouvrir.

info}/common/SAS/BeginAuth proxy

//login

://1login

//1login

.cliquez-sur-ouvrir.
.cliquez-sur-ouvrir.

.cliquez-sur-ouvrir.

info/common/SAS/EndAuth

info/common/SAS/ProcessAuth

info/kmsi
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Investigation d’'une compromission

Session ID (journaux Microsoft 365)

e AzureActiveDirectory, Exchange : DeviceProperties.Sessionld
e SharePoint, OneDrive : AppAccessContext. AADSessionid
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| Investigation d’'une compromission
Session ID (journaux Microsoft 365)

e AzureActiveDirectory, Exchange : DeviceProperties.Sessionld

e SharePoint, OneDrive : AppAccessContext. AADSessionid
CreationTime |Workload Operation |RequestType |Session ID UserAgent ClientIP
Vendredi 16:08 |AzureActiveDirectory|UserLoggedIn|Login:login 849aaae2-fbf1-4b7a-a37d... |Windows Chrome/115|38.45.71.91
LLmdi 13:55 AzureActiveDirectory|UserLoggedin |Login:reprocess|849aaae2-fbf1-4b7a-a37d... |/macOS Chrome/122 |91.196.69.67
LLmdi 13:56 OneDrive FileAccessed 849aaae2-fbf1-4b7a-a37d... 91.196.69.67
Lundi 14:07 Exchange Update 91.196.69.67
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Investigation d’'une compromission

actions

post-compromission

adresses IP .

ASN

User-Agent

actions
sans Session ID

Authentification | session ID i
kit de phishing >
Authentification —— Session ID <

actions additionnelles
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Remédiation et prévention

Remeédiation

e révoquer les sessions et changer le mot de passe
e inspecter les méthodes de MFA

Prévention

e MFA résistante au phishing (clé de sécurité FIDO2, certificat...)
e Acces conditionnel : exiger appareil inscrit auprés de Entra ID
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