a T R E N D Securing Your Journey
MICRO to the Cloud

De I’lhamegonnage ciblé a la compromission totale du domaine :
Démonstration, état des lieux et comment le principe de larésilience peut aider a
limiter les impacts
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@julloa




Les phases d'une attague ciblée

Extracts data of interest — can
go undetected for months!
— -

$$53

Gathers intelligence about
organization and individuals

Linked [} Google+
Targets individuals Establishes Command
using social engineering & Control server
w

Moves laterally across network
seeking valuable data

Attacker

-

Employees
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Cible : Omer Simnson
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Reconnaissance
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in

Home Profile

17

Background

jobs, companies, and more

Free 1AM Analyst Report - Ovum report points to Hitachi ID as vendor with best custo

Omer Simpson

France | Fishery

Current Sofa

Send Omer InMail - q

@ nttps: i linkedin. comfin/omer-simpson-3818bad1

@

B Experience

Donuts eater
Sofa

December 1963 -

Following

Present (52 years 2 months)



Demo Time

|IF ANYTHING
CAN
GO WRONG

I'T WILL |

MURPHY'S LAW
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Etat des lieux

* Environnements IT complexes
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Etat des lieux

« Démultiplication de la surface d’exposition

RTERNET O-]

OF rlNGS
s K

~t .
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Etat des lieux

« Données dispersees

Consumerization

Employees
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Etat des lieux

» Professionnalisation des attaquants

BT4-R1

Armitage \View Hosts Attacks Workspaces Help

¥ [ audliary
¥ (& admin q
v (& hitp 1
[ tomcat_administration
[ tomcat_utf8_traversal
¥ [ scanner
¥ (& http NT AUTHORTTY’
[ tomcat_enum
[ tomcat_magr_login
(& exploit
v (& multi
v (& http

CcCess >
Interact b

LG prowse Files
EN sy [ Show Processes
[consale 4 X | Services x [ Files6 X | Processes1 X | Console 12 X | cmd.exe 1636@6 X | MSF Scans Key Scan
& [cn Kill Screenshot
D 4 Name | size | Modified | Mode |
[l Documents and Settings 2010-02-14 22:2 4077 7/rwrwr
f=__Inetpub 2010-02-14 40777, q
= Program Files 2010-10-041 2 -0400 40S5S/r-Hr-H:rx
ﬁ' Python2s 2010-09-29 09: 1 -0400 4077 TIrWKIWHI WK
ﬁ' System Volume Information 2010-02-14 22:21:33 -0500 4077 TIrwWKrWrrwx
ﬁ' WINNT 2010-10-0411:1 6 -0400 4077 7/rwx rir
ﬁ‘ lec 2010-09-29 12:38:25 -0400 4077 7 frwxrwscra
[ lean 2010-10-15 20:02:11 0400 4077 7/rwxrwrwx
[ stFtplogs 2010-09-30 16:04:14 -0400 4077 7/rwkrwKrw
AUTOEXEC.BAT ob 2010-02-14 22 4 -0500 10077 7/rwHrwirwx
CONFIG.5YS ob 2010-02-14 22:1 4 -0500 100666/ rw-rw-rw-
10.5YS 0b 2010-02-14 22:1 4
MSDOS.SYS 0b 2010-02-14 22:1 4
| Upload... | | Make Directory | | Refresh |
To direct input to this virtual machine, click inside the window.
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Etat des lieux

« Contournement des moyens de défense traditionnels
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La personnalisation est rentable pour les attaquants
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Citadelle

« Données dispersées

Consumerization
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Résilience
* L'impact va inévitable survenir

* L'impact va altérer nos capacités

« => Reprendre une activité normale le plus rapidement
possible
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Classification des données
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Détection

ol o
ol ool
ol ol oo
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Réponse a incident
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Résilience : Pourquoi ?

v' Diminuer les risques de v Préserver votre v Préserver la
fraude capital informationnel disponibilité des
(Espionnage et/ou données (Ransomware)
v Préserver I'image de divulgation)

votre entreprise




Détection premiere compromission

Gathers intelligence about
organization and individuals

Linked[]. Google+

Targets individuals
using social engineering

Employees
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Attacker

Premiere compromission



Principe de l'analyse statique

USC Administrative Operations

JSCUniversity of
Southern Calitornia
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Department of Public Safety

A Division of Administrative Operations

Home
Wessage from the Chief
AboutUs

Clery Compliance
Crime Prevention
Crime Stats

FAQ

Senices

Contact Us

In Remembrance of Keith
and Monica

Sept. 11th Memorial
Installation Ceremaony

Quick links

Annual Security
Report

Bias Reporting
Daily Incident Log

DP5 Facebook

Bombs and Bomb Threats

LETTER AND PACKAGE BOMBS

Strange
No N g

Return * Odor
Address

Wrong Title
with Name

Lopsided
Qily Stains
on Wrapper

Typical characteristics of a mail or package bomb.

20

»

Programs

Active Shooter Training
Adopt-a-Hall

DPS Cadets

Greek Liaison

Protect Your Laptop
maore

Links

Campus Access Policy
Trojans Alert

Bicycle Policy

Lost & Found

Gone But Hot Forgotten
maore

Online Forms
Bicycle Registration
Commendation Form
Complaint Form
Silent Witness

TC4T

maore



Principe de l'analyse dynamique
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Détection

Exchange

App Server

Copyright 2015 Trend Micro Inc. 22



Détection des communications avec les C&C

Gathers intelligence about
organization and individuals

Linked[]. Google+

Attacker

Targets individuals Establishes Command
using social engineering & Control server
L Ll

Détecter les communications

avec les C&C

Employees
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iig ;

Détection

Exchange

App Server

Endpoint
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Détection des mouvements latéraux

organization and individuals

Gathers intelligence about l

Attacker

B Linked Google:

Targets individuals Establishes Command
using social engineering & Control server
w w

seeking valuable data

‘ Moves laterally across network

Employees
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Mouvements latéraux

« Détection des exploitations de
vulnérabilités

« Comportements suspicieux :
— Usages d’outils utilisés lors d’attaques
— Connections avec le reseau TOR
— Upload de fichiers
— Réponse volumineuse de bases de données

— Drop de fichiers sur des partages
administratifs

Copyright 2016 Trend Micro Inc. 26



Résister aux exploitations de vulnérabllités
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Exploitation de vulnérabilités

Fenétre d’exposition

X © ® o O )
| L | |
!latch { _
Disponible Test Debutde Fin de

déploiement deéploiement
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Exploitation de vulnérabilités

Fenétre d’exposition

Disponible Test Début de Fin de
déploiement deéploiement
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IPS - HIPS
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Réponse a incident

T‘ h - e ‘ E
‘ |
ScanMail { o _—

App Server

Diffusion des signatures
Partage des I0C
+ Confinement
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Aspects organisationnels

/7

/7

= CRISE

Incident

/) Incident

Incident
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Les phases d’'une attaque cib

Gathers intelligence about
organization and individuals

B Linked Google:

Préparation

Mise en situation

lee

Targets individuals Establishes Command
using social engineering & Control server

Qe B
&3,
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 —

Moves laterally across network
seeking valuable data




Aspects organisationnels

/7

e CRISE

Incident )

Incident

Incident
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Les phases d’'une attaque ciblée

Gathers intelligence about
organization and individuals

B Linked Google:

Targets individuals Establishes Command
using social engineering & Control server

Moves laterally across network
seeking valuable data




Aspects organisationnels

Copyright 2016

Incident

O\

— A

/) Incident

Incident

gualification

v

Limiter
’impact

A 4

Investigations

Préserver les
preuves




Aspects organisationnels

f— Sensibilisation

Incident

\_/

Incident
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Mise en situation

/) Incident /Q

Formation des équipes
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Conclusion

- 500 e =
A L
! > (@ admin f
T @ hp g
VDI 13 tomeat_sdminstraton
A [ tomeat_enur
[ tomeat_mgr_login

s
T

o
= 5

192.168.1,101 192,16

Serveurs
Physiques

Console 4 X | senices X | Fles® X | Processes 1 X | console12 X | cmere 163686 X

Intrusion

Prevention see | Modtad

Program Fles.

Fytnonas 2010.09.28 05.43:01 0400
Systom Volume Information 20100214 22:21133 0500

£
£

2010:09:20 12:38:25 0400

2010.10.16 26,0211 0400

20100930 16:0414 0600
o 2000214 227124 0500
o 2010.071¢ 221724 0500
105vs’ o 2000214 2217:26 0500

Uplosc.. | | Maka Diectory | | Rafresn i
To drectinput o thisvirualmachine, clck nside e window. § =090 Poomn

ool
ool

’
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Q TREND Securing Your Journey
Y M1 CR o to the Cloud

Merci

Johanne Ulloa
@julloa




