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Introduction

▪ McAfee ATR team discovered an APT attack allegedly attributed to China Threat actors 
Mustang Panda/RedDelta. 

▪ The attack targeted Telecom sectors. 

▪ Several tools were analyzed.

▪ We will discuss about methodology and proposals.
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The Attribution Dilemma
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What Elements Are Taken Into Consideration?

- Geopolitical Context

- Knowledge base and previous intelligence reports

- TTPs, Operating Methods

- Similarities and Differences

- IOCs and Classification 

- Victimology
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Remember: We are Talking About Nation State Attacks

▪ If it looks like it, if it smells like it, there is still a possibility that it is not it!
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Proposal

▪ Correlation table

▪ Perhaps give a new fancy name to the group you analyzed in a new attack is not 
helping the community? 

▪ Classifying attack by operation/campaigns can be much powerful than by name.
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Operation Diànxùn: Attack Overview

Operation Dianxun is a cyberespionage campaigns that allegedly 
targets the Telecommunication sector. 

The TTPs observed are similar to known threat actor Mustang Panda 
and RedDelta.

Targeted companies appeared to have been active in the global roll 
out of China 5G deployment. 

Threat actor used a mix of custom and offensive tools such as Cobalt 
Strike.
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Mustang Panda vs RedDelta

Mustang Panda

• Mustang Panda is a threat actor originally 
attributed by Crowdstrike in 2018.

• Targets: telecommunication, governments, 
NGO

• Backdoor used: PlugX, Poison Ivy, Cobalt Strike

Red Delta

• Red Delta is a threat actor originally attributed 
by Recorded Future in 2020.

• Targets: religious organization as well as 
governments

• Backdoors used: PlugX . 

Similarities has been identified in TTPs, operating methods, infrastructures, 
targets, geopolitical interests…
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Additional Threat Context
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Tactics, Techniques & Procedures
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Tactics, Techniques & Procedures

▪ Careerhuawei.net
▪ Flach.cn
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Stage 1 – Fake Flash App

▪ Fake Flash Application (Nb: Adobe discontinued the Flash app, only a Chinese 
company has been able to distribute the latest version from the official 
flash.cn).

▪ Use to fingerprint the machines.

▪ Download the second stage.
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Stage 2 – DotNet Utility

▪ Check if the 360tray.exe (360 AV) process is running. 

▪ Re-download the first stage from hxxp://update.flach.cn/download. php?raw=1.

▪ It creates a scheduled task that will run cmd.exe /c with the previous payload downloaded and create 
the registry key SOFTWARE\\ Microsoft\\Windows. NT\\CurrentVersion\\AppCompatFlags\\
TelemetryController\\Levint.

▪ Download a Cobalt Strike payload base64 encoded and stored on a remote address. If this option is 
selected the payload will be copied in the TEMP folder with the name FlashUpdate.exe.

▪ It checks if the task “WpsUpdataTask_” is present and downloads an additional utility from 
hxxp://159.138.84.217:81/c0c00c0c/ AddTaskPlanDllVerson.dll. 

▪ It checks if the task “FlashUpdate” is present in the system and, if not, can create it.

▪ It can add a WMI backdoor by creating a permanent filter in order to stay persistent in the infected 
machine.

▪ It has the possibility to inject a shellcode into the clipboard.
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Intermediary DLL

▪ The main goal of this tool is to check if the file “flashupdate_exe” is available in 
the temp folder (meaning the first stage has been successful).

▪ Then it creates a scheduled task called “WpsUpdataTask_” to run the sample in 
the infected machine.
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Stage 3 – Cobalt Strike

▪ The last stage of the infection is the Cobalt Strike payload use to remotely
access to the infected machines. 
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Activity Timeline

May 2020

• RedDelta
Targeting 
Religious 
organisation 

August-October 
2020

• Mustang 
Panda/ 
Reddelta
targeting 
telecoms

December 2020

• New variant 
identified

March 2021

• McAfee 
publication

• Infrastructure 
update

May 2021

• Infrastructure 
update and 
new tooling
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March 2021

▪ We identifies recent activity with new C2. 
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Infrastructure – May 2021

▪ Infrastructure:
▪ hxxp://45.32.146[.]181:8080/j5Pm
▪ hxxp://45.32.146[.]181:8080/iRl6
▪ hxxp://45.32.146[.]181:8080/dpixel
▪ cs.flash-up[.]info
▪ psrat.flach.com[.]cn
▪ hxxps://update.tzdckj[.]com/flach.php

▪ Tooling:
▪ Use of NPS, a chinese tool for penetration testing and 

proxy connection.

▪ Source: https://github.com/ehang-
io/nps/blob/master/README.md

▪ Use of a homemade manager named: "XSS Platform"
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Infrastructure Tooling – May 2021 – XSS Platform
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Infrastructure Tooling – May 2021 – XSS Platform

▪ Analyzing results and take a closer look to each C2s
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Hunting for More!
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Cobalt Strike Beacons Config– May 2021
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Additional OSINT – Same AS Used

EMAIL Dianxun Operation Domain Other Domain
longownown@163[.]com flach.com[.]cn updatemicrosoft[.]cn

samij294714@gmail[.]com flach[.]cn rnicrosoft[.]cn

By looking for WHOIS data, we've identified
emails used to register some domains
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Conclusion

▪ Our analysis and conclusion are based on multiple factors:

▪ Geopolitical context and selected targets

▪ TTPs and Operating Methods as well as study of previous intelligence

▪ Tooling analysis

▪ After publishing the report, the threat actors updated some of his tools as well as the 
infrastructure. 

▪ Out threat report is available here https://www.mcafee.com/enterprise/en-
us/assets/reports/rp-operation-dianxun.pdf



Thank you.
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