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$300 Millions



What is a Destructive Malware?

Destructive malware has the ability to
destroy data, systems, to put out of service
or to have a physical impact through digital
actions.

Some are associated with propagation
capabilities making the threat more

destructive.



Early Destructive Malware

Jerusalem Virus CIH Virus
Infected every exe Erased flash ROM BIOS
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Rabbit Virus Michelangelo Virus Slammer Worm
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Recent Destructive Attack

TRITON
First SIS Malware

DESTOVER NotPetya
Sony Hack Pseudo Ransomware

2012 2016 2018
7 /)
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2014 2017

Shamoon v3

Wiper
SHAMOON INDUSTROYER OlympicDestroyer
Wiper Ukrainian Power Grid Olympic Game Attack
MIRAI VPNFILTER

Largest DDOS Aftack Router Malware



MIRAI: The Largest DDOS Botnet

!

BotMaster 1 C&C 1 Customer

T Botret @@ @ @7 KrebsonSecurity

7
Scanning weak
IOT devices

R . _DDOS for Hire ‘ Mirai is responsible of the largest ddos attack in
2016 on Brian Krebs website (660 GBps of traffic)

21 KrebsOnSecurity Hit With Record DDoS

On Tuesday ng, KrebsOnSecurity s the target of an extremely large and unusual distributed
denial-of-s (DL)ub) attack designed to knock the site offline. The attack did not succeed thanks to

DDOS Victim

Mirai was designed for DDOS attack
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NotPetya: The Pseudo Ransomware

Number of Encrypted files

SOl | cCerber | Locky | Wannacry | Petya 2016 | _NotPetya

3 Number of
187 381 176 228 65

CLEAN:MBR = INFECTED MBR

IS A DESTRUCTIVE ATTACK DISGUISED AS
RANSOMWARE EITHER TO TAKE DOWN COMPANIES
OR TO KEEP THE IT-DEPARTMENT BUSY.

‘ -- CHRISTIAAN BEEK, LEAD SCIENTIST MCAFEE

1. Supply chain attack
2. Propagation (exploit, credentials)
3. Encrypts files and erases MBR

NotPetya was designed for IT destruction
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TRITON: The First SIS Malware

“" An essential danger in this threat is that it moves from
ek, Mmere digital damage to risking human lives.

Customer Network

SIS Engineering Physical Process
Workstation Tristation Protocol

D S

Trilog.exe SIS Controllers Launch Cyberattack?

DCS/ICS

Triton was designed to target systems that protect human life
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OlympicDestroyer: « Citius, Altius, Fortius »

Deletes all the Shadow Copies x
, [ebp+dws
Deletes the backups catalog o [yt coytesneeded
esi ; cbBufSize
1 esi ; lpServiceConfig
ca ds:Ad{ustTokenPrivileges H H eax ; hService
push offset aDeleteShadowsA ; “delete shadows /all /quiet” NO repalr pOSSIb'G from £;bp+dgsyte;]' ?Sic figw
g  m-, e e ae\ \ b ot cendain ove X ; QueryServiceConfigW
mov ebx, offset alWindowsSystem ; "¢ Windows\\system3: ssadmin . exe recovery Console [ebptdwBytes] ; dwBytes
call Invoke CMD 8 ; dwFlags
mov ebx, offset askbadminixe ; sd= exe edi ; GetProcessHeap
mov dword ptr [esp+3dhevar 30], offset aDeleteCatalogQ ; “delete catalog -guiet’ | s 3 hHeap
call Invoke CMD esi ; lpDisplayName
mov ebx, offset aBcdeditixe ; "Dodedit.exe es% ; lpPassv'uord
mcv dword ptr [esp+Iohevar_3e], offset asetDefaultsoot ; “/set {default) bootstatuspolicy ignoreallfailures &7 esi 3 lpservicestartName
2 am esi ; lpDependencies
; "bededit JSset {default) recoveryenabled no',0 esi ; lpdwTagld
call Invoke CMD esi ; lpLoadOrderGroup
mCv ebx, offset abevtutilExe ; “wevtut . esi 5 lpBinaryPathName
—_— deoed ptr [aspidthivar 20), offset ‘(mst“ . =c] System" Deletes System and Security event logs OFFFEFFEFh ; durrorControl
call Invoke _CMD @FFFFFFFFh ; dwServiceType
oV dword ptr [espeIdhevar 30], offset aClSecurity ; "cl Secu Ee:p+r£s§rvi§e]c ‘f'.'si“’i“
ebp+lpServiceConfig], eax
call IHVOke-C’E ds:ChangeServiceConfigh

eax, |[ebp+dwBytes)
eax ; pcbBytesNeeded
[ebp+dwBytes] ; cbBufSize

SERVICE_DISABLED A service that cannot be started. Attempts to start the service result in the error code [ebptlpServiceConfig] ; lpServiceConfig
[ebp+hService] ; hService
0x00000004 ERROR_SERVICE_DISABLED. ebx ; QueryServiceConfigh

eax, eax
short loc_4@13F5

. s

OlympicDestroyer was designed for disruption
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VVPNFilter: TimeBomb

ITalos finds new VPNFilter malware hitting 500KIIOT devices, mostly in ...

Linksys, MikroTik, Netgear, and TP-Link networking ...
Advanced VPNFilter malware menacing routers worldwide

According to a blog from Cisco's Talos, the known devices affected by VPNFilter are

VPNFilter

The Register - May 23, 2018
VPNFilter - is

malware timebombjlurking on your router?
U] Naked Security - dam—l

Researchers at Cisco Talos just published a report documenting a giant-sized loT
botnet known as VPNFilter. More than 500,000 devices ...

-~ v'

¥ VPNFilter targets networking devices

¥ It has the ability to perform intelligence
collection and destructive attack

Data Collection
Espionage
¢ Sniff traffic

Distributed Proxy Network

/ 1\

e Tor
* DDOS

TimeBomb

Overwrites the first 5000

bytes of /dev/mtdblock0
with zeros

* MITM
* Deliver Exploits

¢ Redirect Traffic

VPNFilter has the ability to act as a bomb
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Shamoon V3: Back to the Future

372¢ BA\CloseFie :
. . . . . 3724 %Cneateﬁle \WINDOWS \system32\drivers\acpi sys
3724 B\QuarySiandard!,..C:\WINDOW S \system 32\drivers \acpi sys
Shamoon Wiper first appears in 2012, back in 2016 then in 2018 77 Rawmseses ¢ wnoons asensz dves a0 o0
. + Uses the raw disk driver 32 Reni CAMOONS o2 oo
; ; 3724 B\ WiteFile \WINDOWS\\system 32\drivers\acpi sys
‘ Overwrlte every flles 3724 B\ WiteFile AWINDOWS \system32\drivers \acpi sys
3724 %‘.‘Ir\teﬁb AWINDOWS system32\drivers'\acpi sys
. . 3724 B\ WiteFile AWINDOWS\system32\drivers\acpi sys
Another .Net wiper has been discovered 3726 BWineFie  CAWINDOWS aysem32 dver acoiye

3724 ¥ AWINDOWS\system32\drivers\acpi sys
WINDOWS \system32\drivers\acpi sys
AWINDOWS \system32\drivers\acpi sys
AWINDOWS system32\drivers\acpi sys
AWINDOWS \system32\drivers\acpi.sys

* Change creation, write, and access date and time to 01/01/3000 at
12:01:01 for each files
* Overwrite 2 times each files

AWINDOWS \system32\dnvers\acpec sys
AWINDOWS \system32\drivers\acpiec sys

public stetic vol1tn'ouﬂlo!uu(nrh; poth, long blockSize, Rondom rendom)
(

private static void changeDateFile(string paths)

{ ory 3724 B WiteFile \WINDOWS \system 32\dnivers \acpiec. sys
try 3724 B\FushBuffersFle  C\WINDOWS \system 32\dnvers\acpiec sys
{ if (poth == null) 3724 B\ WnteFile AWINDOWS \system 32\dnvers \acpec sys

3724 ! WiteFile
3724 B\CloseFie

throw new ArgusentiullException(namecf (path));
Af (blocksSize <= OL)

throw new ArgusentOutOfRengelxception(nameof (blockSize));
Af (rondom == null

\WINDOWS \system32\dnvers \acpec sys
AWINDOWS \system 32\drivers \acpiec sys

O000000000000[IOOO00000O00O00

|Date7iu¢ dateTime = new DateTime(3000, 1, 1, 12, 1, 1);'
. 5))

Flle.SetLastHrite?ile(paths, dote?i-e);
File.SetCreationTime(paths, dateTime);
File.SetLastWriteTime(paths, dateTime);
File.SetLastAccessTime(paths, dateTime);

sc create hdv_725x type= kernel start= demand
binpath= WINDOWS\hdv_725x.sys 2>&l >nul

Shamoon was designed for destruction and ideology
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Destructive Techniques

o P

r."

11A\10
0 |
1 0

110110 ¢
Wiper Encryption Anti-forensic  Physical Impact DoS
e Sdelete.exe ® Rewrites MBR * Removes Event Logs Modify internal behavior * Botnets/Exploits
e Overwriting files e Encrypts Data e Deletes backups Uses exploits e Advanced persistent
e Deletes MBR * Encrypts System * Disables services Sabotage or Destruction DoS
¢ DDoS

| 1 I J
Highly targeted for  Usually DDOS for Hire
critical infrastructures

Often designed with spreading techniques
To be more efficient, they rarely overwrite the entire hard disk.

U McAfee 13
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Propagation Mechanisms

* Some destructive malware need to be as fast as possible

Replication Usage of legitimate tools make it harder to detect
and Lateral

Movements

calch ™Me

“f You Can’

ORENEIN . Psexec, Wmic...

Harvesting

* Mimikatz, exploits...

Exploit

CORIIN - Thomas Roccia - 2019 I McAfee 14



Classification

& VPNFilter
¢ Mirai
& Reaper

\

Less Destructive \

@ Olympic Destroyer

@& Wannacry
@ NotPetya
& Hermes

& Shamoon
@ Flame
& Destover

@ Stuxnet
royer ¢ Industroyer

4 @ Triton
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Business & Cybercrime

We offer services to eliminate the sites and forums of your
competitors using

Our service is a quick solution to your problems with " I — o © KONV DEHTENMH 1 HEADYT BN
COmDEtitOrS and enemies. ONTOBbLIM e ycnosus!

- Low prices (from S 50)
- 24-hour order taking o e
- Hour monitoring of all attacked resources

Mbi€ PeCypChl BO BPEMA aTaxkKM He NOAAKT NPHUIHAKOB XHM3IHM

ADYrux.

Attacked resources during the attack do not show signs of e
life, as is often the case

- Day-from S 50
- Week - from S 300
- Month - from S 1000

CORIIN - Thomas Roccia - 2019 I McAfee 16



o
(U
=
(@
—.

N

(Vs
(L
A2

S & Cy

!;;BU

 DDOS As A Service, Powered by Bushido Botnet
* Authors claimed 500 Gbps of Power

me 1

Source: https://www.fortinet.com/blog/threat-research/ddos-for-hire-service-powered-by-bushido-botnet-.html
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Motivation behind such attacks

N\ s
¢q$‘
: Financial
Rt Z:

Terrorists
APT Hacktivists

Script Kiddies

Nation State

Organized Crime

Insider

w Revenge
4
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Ransomware for Destruction and Distraction

* Taiwan Bank Hacked in 2017 Taiwan Bank Heist and the Role of

* Cybercriminals attempted to wire Pseudo Ransomware
USS6O m | | | ion By Christiaan Beek and Raj Samani on Oct 12, 2017

e Remote access via backdoor on
endpoints

* The backdoor contained a copy of the
HERMES Ransomware in its resources.

* The ransomware encrypted the files
but no ransom note was printed

CORIIN - Thomas Roccia - 2019 I McAfee 19



Motivation behind such attacks

 CyanWeb has been targeted in June 2018 CYANWEB

* The company experienced a DDOS attack as a lure sv5.cyanweb.com.au

As many of you may now be aware, sv5.cyanweb.com.au cPanel web hosting server was destroyed

. . . . in a Cyber Terrorist attack on Wednesday 2 2018.
* In asame time and after gaining access, attackers delivered ) : U Ny

a malware wiper to destroy all the data. A professional hacking group attacked, infiltrated the server and destroyed all data, including all
available backup data.

highly suspect they were “professionals®, as at the time of the infiltration the server was being

(DDoS) by a highly suspicious range of sequential Swiss server IP addresses. Some
servers are like Swiss bank accounts and are sometimes used by professional criminal

organisations / and other well-funded cyber terrorist groups.

our server admin was distracted by the DDoS attack, the hackers simultaneously infiltrated
ﬂnm.mmwmddMamkmmm

This payload located and destroyed all backup disk drives using the “DD” command, while running
a super-fast encryption routine that encrypted all user accounts, while another routine sought out
and deleted any core WordPress database tables using the default wp_ prefix.

1e infiltration was discovered by the then logged in admin, the server was shut off
immediately.
wammmmmm1udmdmwmdd\em

While our server admin was distracted by the DDoS attack, the hackers simultaneously infiltrated
the server, escalated their priveledges and delivered a seek and destroy payload.

~

NO RANSOM DEMAND FILES OR CONTACTS WERE FOUND - THIS DOES NOT APPEARTO BEA
THIS WAS DELIBERATE DESTRUCTION / CYBER TERRORISM

DEMAND FILES OR CONTACTS WERE FOUND - THIS DOES NOT APPEAR TO BEA

RANSOMWARE ATTACK - THIS WAS DELIBERATE DESTRUCTION / CYBER TERRORISM

CORIIN - Thomas Roccia - 2019 I McAfee 20



Motivation behind such attacks: SHAMOON

* Shamoon authors have let political messages in each waves:
e Shamoon v1: Burned American flag
* Shamoon v2: Syrian refugee

* Shamoon v3: Phrase from the Quran (Surah Masad, Ayat 1 [111:1])
“perish the hands of the Father of flame”

SHAMOON v2 - 2016 SHAMOON v3 - 2018
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What to do?

[ Destructive Malware are an aggressive threat that need to be addressed seriously! J

Network and User Segregation

Increase awareness of systems that can be utilized as a gateway
to pivot (lateral movement)

Patch Management by Prioritization

Incident Response Plan
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What to expect in the future?

* Destructive malware will continue to evolve and be
used as economical and political weapons against
states and organizations.

LET ME CHECK

* Supply-chain attack as spreading technique will
become more common.

* DDOS botnet will become more powerful.

» Targeted attack on critical assets will be more
sophisticated.

4

"
memegenerator.ne

MY CRYS
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S

=

= Take Away

Destructive Malware are a serious threat that
can take down a whole company or a country.
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