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Myth of the lone hacker

Myth of the lone hacker



The online offender dilemma



Large scale reputation systems…



… are not very reliable

R (-0.73**).  P<0,01**



The private club model  



 “The most dangerous cybercrime forum in the 
world” according to the FBI
 Open: 2007- 2015 
 Purpose: elite underground marketplace for 
high quality products and services (e.g. exploit 
kits, botnets, software, coding services, 
databases, 0day exploits, etc.)
 Approximately 450-500 English speaking 
members from around the world



Creation: 2007
Matjaz Skorjanc
27-year old Slovenian hacker
Aka: Iserdo
Butterfly/Mariposa botnet
Arrested in 2010
Sentenced to 58-month jail term (Dec. 2013)

Daniel Placek
27-year old US hacker
Aka: Nocen, Loki, Juggernaut
Credential harvesting software & botnets
Arrested in 2010
cooperated for 5 years with investigation
Pleaded guilty (sentence sought: 6-12 months)
Now a network engineer at Swick Technologies



Administration

2010
Johan Anders Gudmunds takes over as 
admin
27-year old Swedish hacker
Aka: Mafi, Crim, Synthet!c
Author of the exploit kit CrimePack, and 
operator of a 50,000 nodes botnet (Blazebot)
Arrested in 2015



Administration

2013: After a massive infiltration of a large number of 
law enforcement agents and security researchers in the 
forum, Mafi “resigns” as  administrator

Duties taken over by: Sp3cial1st

Unlike previous admins, the main contribution of 
Sp3cial1st isn’t his technical skills, but a will to 
massively expand the membership while being very 
selective in order to prevent suspicious members from 
being admitted (see next slide)

Arrest: still at large



Darkode’s structure
 Three tiered system

Level 0: FreshFish (introduction section, zero access)
Level 1: Trusted members (access to the market-
buys and sales) 
Level 2: Highly trusted members (administrators and 
influential members)

 invitation only forum
 Multi-step membership process

1) Invitation by an existing member
2) Introduction message to present skills/experience
3) Interview with Level 2 or Level 1 member
4) Public vote by the community



Admission process under Sp3cial1st
Interview 
guidelines

Skillset

Examples

Recent
experience

Ongoing
activities



Darkode high-profile members
• TinKode: NASA hack [arrested Jan. 2012]
• Alexudakov: Phoenix exploit kit [arrested July 2012]
• Bx1: ZeuS botnet [arrested May 2013]
• Gribodemon: SpyEye [arrested Summer 2013]
• Paunch: Blackhole exploit kit [arrested Oct. 2013]
• Phastman: Facebook Spreader [arrested Summer 

2015]
• Members from Lizard Squad forum [Sony Playstation

DDoS attacks]



April 2016
15 year sentence 
(USA)



April 2016
7 year sentence (Russia)



Takedown: 15 July 2015

An investigation against Darkode, led by the US Department of 
Justice and the FBI, involving law enforcement agencies from 20 
countries worldwide

Arrests and searches involving 70 members and associates around 
the world

US indictments against 12 members

FBI’s seizure of Darkode’s domain and servers



The Darkode database
 ≈ 5000 screenshots (jpeg) from the Darkode forum 
 Hacked by Xylitol [released April 1st, 2013]
 Posts cover 2009 - 2013

Data found in the DB:
 Membership list and links to the member’s level
 Products for sale
 Transaction reports (new products and buys)
 Tutorials
 Questions about specific problems
 Programming tips
 Malware analysis
 Name of hackers and of specific malware tools
 Hall of shame & conflict management procedures



Specific objectives

1) To understand the mechanisms underlying the admission of 
new members to the forum 
What key information needs to be provided in intro message to 
be accepted in the forum?
2) To understand the forum’s structure using network analysis 
techniques 
Pre- and post-arrest metrics
3) To understand the impact of Darkode on the malware scene 
(both products and services)
Qualitative analysis of marketing strategies and related 
business activities



Objective 1: Growth patterns of an elite hacking 
community

 476 screenshots from the “introduction section”
 344 applications analyzed (2009-2013)
 Qualitative analysis of the discussion following each 
application
 Coding of introductions based on the key information 
provided

1: Sponsors known inside the forum
2: Experience in other forums
3: Technical skills
4: Business interests
5: Products offered



Example of an introduction message [RockLustig] 

Sponsor Skills

Experience

Motivation



Results’ overview

Categories Percentage

Sponsor 83%

Experience 62%

Technical skills 67%

Business 
interests

54%

Products 55%

Introduction « FreshFish »Approval rate: 94.5%

In their introduction message, 
FreshFish (new members without 
access to the forum) put forward
5 types of key information to elicit 
trust from existing members.

Here’s the proportion of those key 
information in the introduction 
messages.



Sponsors

Dario
1%

DCreavers2
1%

fubar
5%

godlike
11% ipwn

1%
iserdo

1%
LeNo
1%

mafi
7%

ob00m
1%

parabola
1%Paunch

1%

ScareCrow
1%

SnakeDeye
1%

sp3cial1st
13%

steklo
2%

sven
1%

teardrop
2%

X47
1%

one nominee each
35%

two nominees each
6% no named 

sponsor
7%

Percentage of nominations, by sponsor

The 344 introductions acknowledge invitations (or nominations) 
extended by 119 Darkode members (average of 2.7 and median 
of 1 invitation converted per referrer, range: 1-46)
The four most influential recruiters (Sp3cial1st, G0dlike, Mafi, 
and Fubar) account for 36% of invitations



Technical skills 
Distribution of technical skills that applicants claim and tools they can 
design/operate 

Specific tools 
and programs mentioned

Python, vb6, linux, xss, sqli, 
C/C++, html, ASM, Javascript, 

Nimrod, Vala, D, shells, databases, 
Windows, Linux, Php, Perl, 

Botnets, Exploit kits, Hacking 
proxys, ATMs…

coding/programming
60%

reverse engineering
12%

sql injection
5%

website cracking
4%

spamming
4%

monetization
4%

obfuscating techniques
3%

carding
2%

traffic stealing
2%

graphical design
1%

infection through big 
networks

1%

breaking
1%

encryption
1%



Darkode: a seller’s market

What is on demand:
- Rootkits
- Botnets
- Malware tools
- Codes
- C++ projects
- Exploits
- Database
- 0day
- Crypters
- Mails or accounts
- Trojans
- Proxies
- Traffic
- Software

The proportion of interest in 
buying and selling

Buyer
69%

Seller
31%



Products
Also sold by established members and administrators themselves.



Sample of products and services advertised on Darkode.

Product Types Product Names

Crypting tools
Coding shells
Software                         
Porn
VPN                                
BP (server, domain)
Installs accounts
0day exploits
Botnets
Proxies
Trojan
Adverts systems

Ddos
Exploitkits
Rootkits
Traffic (mails)
Bitcoin
Databases
Malware                           
Phone numbers
Accounts (Facebook, 
Hotmail, Yahoo, Paypal, 
academic)

Zeus
Spyeye
Citadel
Yoshi
Farenheit
Eleonore
AlHost
Winlocker source code
Propack exploikit

Products



Introductions’ outcomes
Each introduction is commented/vetted by existing members. Some offer 
welcome, others ask questions on specific skill or experience, or discuss the 
potential value added by the prospective member. DK members conclude 
their comments by a vote in favour or against the applicant’s admission. 
The table to the right lists the distribution of (mostly positive) comments 
across the five features presented above.

Introductions Answers from existing members

Categories mentioned Percentage Percentage

Sponsor 83% 16%

Experience 62% 56%

Technical skills 67% 20%

Business 54% 34%

Products 55% --%



Objective 2: Map the network structure of this 
forum

Data: 
 476 screenshots from the “introduction section”
 404 members (2009-2013)
 Qualitative analysis and coding of introductions and 
comments
 Posts contain information describing social ties between 
members: FreshFish names sponsor; sponsor confirms he 
knows the applicant; other members state prior collaborations 
and ties that are meant as a vetting mechanism; etc.



Pre-arrest network
404 nodes – Density: 0.006 – average degree: 2.6 [1-69]

187

Craig

G0dlike

Parabola

Paunch

Phastman

Pwdot

Tux

alexudakov

bx1

fubar

gribodemon

Iserdo

mafi

solotech

sp3cial1st



G0dlike

Parabola

Pwdot

fubar

sp3cial1st

Post-arrest network (extrapolated)



Optimal arrest outcomes



Objective 3: To understand the marketing strategies 
and nature of business activities on the malware 
scene (both products and services)

Data: 
 811 threads from the “marketplace” and “hall of shame 
fame” sections
 Qualitative analysis and coding of products, services, prices 
and negotiations
 Ongoing analysis



The tough business life of the hacker

$70,000,000



The tough business life of the hacker



The tough business life of the hacker



The tough business life of the hacker



The tough business life of the hacker



2 months later… the issue remained
unresolved



Not a problem exclusive to bx1



Scammers’ reports
• 151 complaints over 4 years

• Equals 44% of newly admitted members



Questions & ideas? 
benoit.dupont@umontreal.ca


