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EXAMEN DES BASES CLASSIQUES
(KNOWLEDGE C / POWERLOG) avec iOS 16

Powerlog : peu de changements

Knowledge C : données limitées (et disparition progressive) (source trés utile sur
ce que faisait un utilisateur a une date précise).

Nouvelles sources de données trouvées : BIOME (et encore plus riche que le
knowledge c)

Liées a l'intelligence artificielle et I'analyse prédictive d’Apple.

Tend a regrouper tous les services d’Apple afin de prédire I'utilisation du
teléphone. (moteur intelligence artificielle)

Données accessibles en FFS.

* Cellebrite



QUELQUES SOURCES DE BIOME

/root/private/var/db/biome/streams/restricted ¥ O blome (30 flex. 7 357 kN)
v [ streams (30 files, 7 557 KB)

v [ restricted (30 files, 7 557 KB)

O _DKEvent.Activity.Level (3 files, 1024 KB)
_DKEvent.App.InFocus (3 files, 1024 KB)
_DKEvent.App.LocationActivity (O files, 0 KB)
_DKEvent.Device.BatteryPercentage (3 files, 1024 KB)
_DKEvent.Device.lsPluggedin (3 files, 1024 KB)
_DKEvent.Disk.SubsystemAccess (3 files, 1024 KB)
_DKEvent.Homekit.AccessoryControl (0 files, 0 KB)
_DKEvent.Homekit.Scene (O files, 0 KB)
_DKEvent.Inferred.MicroLocationVisit (0 files, 0 KB)
_DKEvent.Safari.History (0 files, 0 KB)
_DKEvent.Sharesheet.Feedback (3 files, 1024 KB)
Device.Power.BatterylLevel (3 files, 128 KB)
Device.Power.Pluggedin (3 files, 128 KB)

Device.Wireless.BluetoothGATTSession (3 files, 128 KB)

()
=
()
()
()
O
()
()
()
=
(b
()
()
()

i.* Cellebrite

OSAnalytics.Stability.Crash (3 files, 1024 KB)




SiriMemoryReferenceResolutionStream (0 files, 0 KB)

QUELQUES SOURCES DE BIOME St

ThirdPartyAppContent (O files, 0 KB)
UserActivityMetadata (3 files, 1024 KB)

UserProofingMetadata (0 files, 0 KB)

/root/private/var/mobile/library/biome/streams/restricted

_DKEvent.Discoverability.Usage (3 files, 1024 KB)

_DKEvent.Display.Orientation (3 files, 1024 KB)

G

Device.ScreenLocked (3 files, 128 KB)

e Ui S Device.Wireless.AirplaneMode (0 files, 0 KB) _DKEvent.Family.Prediction (3 files, 1024 KB)
T e Device. Wireless.Bluetooth (O files, 0 KB) _DKEvent.Inferred.MicroLocationVisit (0 files, 0 KB)
e labon il Device.Wireless.WiFi (3 files, 128 KB) _DKEvent.Inferred.Motion (3 files, 1024 KB)
> O _DKevent.App.ClipUsage (O files, 0 KB) feedbacksocialHighlights (0 files, 0 KB) _DKEvent.Keybag.IsLocked (3 files, 1024 KB)
) A A e e FrontBoard.DisplayLayout (0 files, 0 KB) _DKEvent.Photos.Engagement.0To1Seconds (3 files, 1024 KB)
’ _DKEVGHU\UdTO-InpUtROUte ) file‘s. . iCloud.Subscription (3 files, 128 KB) _DKEvent.Photos.Engagement.1To2Seconds (3 files, 1024 KB)
_DKEvent.Audio.OutputRoute (0 fll'es. 0 KB) e S o st shtid g1dts drm
e e Location.HashedCoordinates (3 files, 1024 KB) _DKEvent.System.TLC (3 files, 1024 KB)
e MailContent (0 files, 0 KB) _DKEvent.User.IsFirstBacklightOnAfterWakeup (3 files, 1024 KB)
_DKEvent.Com.ap-pI-e.spotli.ghtview?r.events (0 files, 0 KB) B R s i
L e MicroLocationRestrictedLocalization (O files, 0 KB) _DKEvent.Widgets.Viewed (0 files, 0 KB)
_DKEvent.Dasd.Activityprofile (3 files, 1 .024 KB) e N e
_DKEvent.Dasd.Batterytemperature (3 files, 1024 KB) T e e
e OSAnalytics.Hardware.Reliability (3 files, 1024 KB) ContextualUnderstanding.AmbientLight (3 files, 1024 KB)
_DKEvent.Dasd.WidgetRefresh (3 files, 1024 KB) R g T e e o

- . . gagement (O files, 0 KB)

_DKEvent.DaM.Wnd?etVIew € flles.-1 024 KB) PhotosKnowledgeGraphEnrichment (0 files, 0 KB) Device.Display.InterfaceOrientation (3 files, 128 KB)
_DKEvent.DefaultPaired.Nearby (0 files, 0 KB) R s P S i e
_DKEvent.Device.lsLockedimputed (3 files, 1024 KB)

RemindersContent (0 files, 0 KB) Device.Power.LowPowerMode (3 files, 128 KB)

I ] I O I o A 8 O A
cococooooopoooopoooppopoooroo@o

_DKEvent.Discoverability.Usage (3 files, 1024 KB) Device.ScreenLocked (3 files, 128 KB)

cococooocoooocopopoooppopoeooeo

SafariPageView (0O files, 0 KB)




DES SOURCES LA OU ON NE LE

v [0 streams (103 files, 417 806 KB)

O

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

ActivitySuggestionFeedback (0 files, 0 KB)
appLaunchinferredMode (4 files, 16 384 KB)
ATXBiomeSuggestedHomePageStream (0 files, 0 KB)
blending (0 files, 0 KB)

blendingActionLockScreen (4 files, 16 384 KB)
blendingActionSptitUnknown (4 files, 16 384 KB)
blendingAppDirectory (4 files, 16 384 KB)
blendingAppSwitcher (4 files, 16 384 KB)
blendingFaceTimeZKW (4 files, 16 384 KB)
blendingHomeScreen (4 files, 16 384 KB)
blendingMediaControls (4 files, 16 384 KB)
blendingMegadomelntent (4 files, 16 384 KB)
blendingShortcutskditor (4 files, 16 384 KB)
blendingsSiriDiscoverability (4 files, 16 384 KB)
blendingSpotlightUnknown (4 files, 16 384 KB)
blendingUlActionLockScreen (0 files, 0 KB)
blendingUIAppDirectory (4 files, 16 384 KB)
blendingUIHomeScreen (4 files, 16 384 KB)
blendingUiShortcutskditor (O files, 0 KB)
blendingUiSpotlightUnknown (4 files, 16 384 KB)
clientModel (5 files, 24 576 KB)
digestOnboardingAppSelectionLoggingEvent (0 files, 0 KB)
digestOnboardingLoggingEvent (O files, 0 KB)
digestOnboardingSuggestionLoggingEvent (0 files, 0 KB)

ERM (4 files, 16 384 KB)

O
O
O
O
O
=
O
O
O
D
O
D
O
O
O
O

/root/private/var/mobile/Library/DuetExpertCenter/streams

ERM (4 files, 16 384 KB)

faceGallery (0 files, 0 KB)

homeScreen (0 files, 0 KB)
lightweightClientModelCacheUpdates (4 files, 16 384 KB)
location (4 files, 16 384 KB)
missedNotificationRankingLoggingEvent (0 files, 0 KB)
modeConfigurationUIFlowLoggingEvent (0 files, 0 KB)
notificationDigestLoggingEvents (0 files, 0 KB)
notificationGroupEvent (4 files, 16 384 KB)
notificationSuggestion (4 files, 16 384 KB)
notificationSuggestionDelivery (3 files, 8 192 KB)
notificationSuggestioninteraction (4 files, 16 384 KB)
predictionContext (4 files, 16 384 KB)
proactiveSuggestionUlIFeedbackResults (3 files, 8 192 KB)
proactiveSuggestionUIFeedbackResultStreamWriterBookmarkURL

userNotificationEvents (4 files, 16 384 KB)

S ATTEND PAS



EXEMPLES BIOME : APP IN FOCUS

» Pas de documentation Apple (comme pour le knowledgeC / les logs unifiés)

» Seule la recherche et I'expérimentation permettent de valider les résultats

= On peut trouver 2 fichiers : metadata.plist et le fichier BIOM lui-méme -au format SEGB
= Examen du maxAge : 2419200 secondes
» Cela correspond a 28 jours.

» Format différent suivant les Biome

Hex View File format viewer File Info

Search Clear

4 BMStreamMetadata = {
4  pruningPolicy : NSDictionary = {

v [0 _DKEvent.App.InFocus (3 files, 1024 KB)

v O local (1file, 1024 KB)

(9 tombstone (© files, 0 KB) filterByAgeOnRead : boolean = False
streamld : AsciiString = _DKEvent.App.InFocus
@ 691608405659834 eventType : AsciiString = BMDKEvent

0O lock
£+ metadata

i.* Cellebrite



EXEMPLES BIOME : User Notifications Events

v [O userNotificationEvents (4 files, 16 384 KB)
v O local (2 files, 16 384 KB)
> O tombstone (1file, 8 192 KB)
B 691610890741130
D lock

£ metadata

4 BMStreamMetadata = {

4 pruningPolicy : NSDictionary = {

™

pruneOnAccess : boolean = False

maxAge : real = 2419200

maxStreamSize : integer = 0

filterByAgeOnRead : boolean = False
streamld : AsciiString = userNotificationEvents

eventType : AsciiString = ATXUserNotificationLoggingEvent

i.* Cellebrite

Les notifications sont accessibles
méme si I'application a été effacée.
Titres de message qui peuvent

indiquer une information

4 Attributes: = {

State : = Written

Create Timestamp : = 08/03/2023 15:05:41

Modify Timestamp :

CRC32: =-102750478

Data Version: =2

4  Payload : Complex = {

4 1=

4 Complex ={

4

4

1

1l |
Bi=1

LengthValue = CO9CAB7C-055E-4328-BF9A-C1AEC376010E
=1

LengthValue = FIC 2023
=]

LengthValue = J-30 : Rejoignez-nous au FIC 2023
b=

Varint = 0
si=

LengthValue = ch.protonmail.protonmail

s=i1
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Exemples BIOME : Utilisation de Siri

® 692382711295337 x

O smsdb

Affichage hexadécimal
Affichage hexadécimal
00000000 | 00 08
0000001E 3% 35
0000003C 01 00
0000005A | 39 46
00000078 39 38
00000096 | 6F 6E
000000B4 31 30
000000D2 | 42 38
000000F0 32 FF
0000010E | 44 2D
0000012c | 63 63
00000142 | €61 70
00000168 | 2D 34
00000186 c4 41
00000124 | 02 00
000001c2 44 3¢
000001E0D 73 €9
000001FE | 73 73
0000021c | 38 34
0000023A | 75 A2
00000258 41 Sn
00000276 32 34
00000254 €3 €9
000002B2 65 73
000002D0 | €65 2B
000002EE | 45 2D
0000030C | 00 00
0000032 87 0e
00000348 30 2D
00000366 €5 €E
00000384 65 6E

.. Cellebrite

00
00
CD
42
34
6F
35

00
00
AS
46
10
GE
38

Info du fichier

AaiQo s @ v = -

Conseils et astuces

Résumé d'extraction (2) -

© Journal Utilisation des applic...

x

............ v..A....6923827112

- . < Dy 1 SEGB....
ore s avneis a Bime e sBeioBe o B vis e s P
SFA26BFE8-DCFD-4EB0-5240-D6DB37
986624....flowOnDeviceInvocati

on".none*.NL parse2.none:$C3FD
1065-5884-4BSE-BF43-64E5016684

BOAY . B s R snin s e wads Lenialeolh
-y . $SFA26BFE-DCF
D-4EB0-9240-D6DB37986624....3u

cceszs".none¥*.CurrentTask2.com.
apple.MobilesMs: $C3FD1065-5884
-4BSE-BF43-64E5016684B8A%...u.
ol e B Yo A A 7
..... $9FA26BF8-DCFD-4EB0-9240-
DEDB379866A4....normal" .none¥)
sirikit.intent.messages.SendMe
ssageIntent2.none:$C3FD1065-58
84-4BSE-BF43-64E5016684B8A.h..

Beeloccscssssscssnas BeolAseoesle A
A.M...... $SFA26BF8-DCFD-4EBO-S
240-D6DB379866A4....normal".re

cipient¥)sirikit.intent.messag
es.SendMessageIntent2.com.appl
e.MobileSMS:SC3FD1065-5884-4B5
E-BF43-64E5016684BBA....u..A..
............. DF.v..A.DF.v..A.0
«e.....$9FA26BF8-DCFD-4EB0-924
0-D6DB379866A4....normal".cont
ent¥)szirikit.intent.messages.S
endMessageIntent2.com.apple.Mo



v

Exemples BIOME : iOS MESSAGES

Présent dans la 7.59 (version actuelle)

& Messages (46)
v W8 Chats (43) (240 messages)
> @ Facebook Messenger (24) (162 messages)
8 Natif (5) (24 messages)
v §B Native Messages (4) (33 messages)

@ clb-4n6s@uriel-expert.com (1) (14 messages)

@ Inconnu (3) (19 messages)
8 Recents (4) (4 messages)

W Signal (1) (7 messages)

> W Telegram (4) (5 messages)

i.* Cellebrite

8 8 8

(I <

X KL @ D 43 Participants
-
? 2 PR:HQ7zxOCMkOCIOQki97FK_Vm9Ta60O0O e
? 1 tg687512989 Jp Noat
? 3 +33785650921 Clb Test ?
+33608980894 Jp Noat

? 7 33608980894 Jp Noat —
? 1 +33608980894 Jp Noat .

Sources (1
¢ system Extraction.zip ate/var e Biome/streams/pu ent 691¢ 2436 : 34957 888D (T 104857

10



EXEMPLES BIOME : MESSAGES

Affichage hexadécimal

0000807Aa | 30
42
65
65
37
6F
2E
€9
00
35
00
2D
30
31
65
GE
6F
3F
SF
42
€E
00

" Q

|
NN

00
70
eD
6E
2D
72
el
€3
S8
36
38
70
35
30
49
74
6E
00
49
00
74
10

28
20
EF
74
32
61
70
€5
00
35
02
72
45
39
64
73
B8
40
4E
43
S9
00

i, Cellebrite

00
4E
74
69
46
67
70
43
52
30
12
6F
42
<
65
2E
01
SA
S0
SF
S0
47

10
6F
65
66
31
65
ec
6F

35
28
78
42
33
6E
43
00
24
42
10
42
00

02
61
2D
63
39
53
65
6E
01
32
01
75
42
38
74
4E
50
63
53
16
43
4E

oa
74
69
65
2D
65
2E
6E
0A
31
69
3a
2D
32
63
49
00
ec
65
SF
6F
00

oc
32
€D
72
33
72
49
€5
DS
12
6E
3F
36
39
66
(1]
ia
61
6E
49
64
S5

SF
61
3D
37
76
6E
63
01
03
74
70
37
2E
69
61
04
73
64
4E
61
57

01
67
35
46
69
74
74
3A
43
65
72
31
70
65
67
54
73
4D
S0
62
4E

40
65
30
38
63
65
€95
16

6E
6F
37
GE
72
65
65
GE
€5
42
€c
53

00
2D
43
38
65
6E
€F
20
€2
74
78
2D
67
3D
53
73
el
73
53
€5
2E

38
70
44
46
495
74
6E
00
22
73
73
38
26
63
65
74
eD
73
65
S8
6B

02
72
45
41
64
73
B8
30
08
2D
45
31
73
6F
72
co
65
61
6E
4E
65

12
6F
45
35
65
2E
01
00
43
72
64
42
74
6D
76
01
58
67
64
53
79

98
78
43
39
6E
49
00
28
(1o
65
65
30
6F
2E
69
00
24
65
4D
4F
73

01
79
38
42
74
4E
SO
00
62
6D
6E
2D
72
61
63
58
63
49
65
62
SA

69
3A
2D
31
69
49
00
10
20
6F
74
32
61
70
65
00
ec
6E
73
6A
4E

6E
3F
35
41
66
eD

02
54
74
(3]
33
67
70
43
80
61
74
73
€5
53

74
70
35
2E
69
6l
04
oA
€5
65
(13
35
65
6C
G6F
05
73
€5
6l
€3
2E

12
65
72
36
70
65
67

oc
73
2D
(3]
45
53
65
GE
D2
73
6E
67
74
6F

02
6E
6F
41
6E
72
65
6F
2B
74
69
€5
2D
€5
2e
6E
00
65
74
65
D3
62

74
78
2D
67
3D
S3
61
33
32
6D
72
36
72
49
65
3D
73
A3
49
00
eA

70
73
75
42
26
63
65
74
33
SF
61
3D
39
76
6E
63
00
SF
00
6E
45
65

22
2D
49
32
73
6F
72
co
37
01
67
32
46
69
74
74
3E
10
41
74
00
63

07
72
64
30
74
6D
76
01
38
40
65
33
39
63
65
69
00
16
00
65
46
74

0. (... EEITEEEREER - - 75" -

Jp Noat2..@.8....intents-r
emote-image-proxy: 7proxyld
entifier=50CDEEC8-556A-B20
7-2F195-37F88FASSBlA.png&st
orageServiceIdentifier=com
.apple.Intents.INImageServ
iceConnection...P...Noat..
B+ PO P +3378
5650921..C1b".Clb Test2..@
.8....intents-remote-image
-proxy: ?proxyIdentifier=23
OSEBBB-6717-81B0-235E-69F9
109138259.png&storageServic
eldentifier=com.apple.Inte
nts.INImageServiceConnecti
on...P...Pest...X..... =.>.
?.82%classnameX$classes_..
_INPBESendMessageIntent..A.
B.C_.._INPBSendMessagelnte
ntYPBCodableXNSObject..E.F
...G.N.UWNS.keys2ZNS.object

-

4
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EXEMPLES BIOME : MESSAGES

T T v e vy g ¥ w———

EEEE

#  Offset Longueur Valeur

Source

1 32898 / 0x8082 Chat.InstantMessage.Party.Identifier: + root/private/var/mobile/Library/Biome/streams/pu...
2 32912/ 0x8090 2/0x2 Chat.InstantMessage.Party.Name: Jp Noat [root/private/var/mobile/Library/Biome/streams/pu...
3 33002/0x8144 4/ 0md Chat.InstantMessage.Party.Name: Jp Noat /root/private/var/mobile/Library/Biome/streams/pu...
4 33119/ Ox815F 12/70xC Chat.InstantMessage.Party.|dentifier: +33735650921 /root/private/var/mobile/Library/Biome/streams/pu...
5  33133/(x816D 3/0x3 Chat.InstantMessage.Party.Name: Clb Test /root/private/var/mobile/Library/Biome/streams/pu...
6  33315/0x8223 4/0x4 Chat.InstantMessage.Party.Name: Clb Test /root/private/var/mobile/Library/Biome/streams/pu...
7 34957/ (x888D 8/0x8 Chat.InstantMessage. TimeStamp: 01/12/2022 18:12:57(UTC+0) /root/private/var/mobile/Library/Biome/streams/pu...
8 35074/ (x8902 36/ 0x24 Chat.InstantMessage.ldentifier: 6397506€-DF86-4296-9D21-54A9C4464350 /root/private/var/mobile/Library/Biome/streams/pu...
Valeurs Balises Segments surlignés [8 résulta...

i, Cellebrite
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FORMAT FICHIER BIOME (SEGB)

Entéte du fichier BIOME (expérimental)

Entier non signé 8 octets Offset pour le prochain enregistrement (little
endian)

Date (a valider) : double (Apple 8 octets

Absolute Time)

Entier 4 octets A valider

Ascii 32 octets Nom de fichier /date et heure

Ascii 4 octets SEGB (caractéristique de ce type de fichier)

i, Cellebrite .



FORMAT FICHIER BIOME (SEGB)

Entéte d’'un enregistrement BIOME

Entier non signé au format Little
Endian

Entier non signé
Date absolue double
Date absolue double
Entier

Entier

Protobuf d’'une longeur
correspondante a I'entéte

i.* Cellebrite

4 octets

4 octets
8 octets
8 octets
4 octets
4 octets

Longueur de I'enregistrement protobuf

Etat de la trame
Date création
Date modification

CRC 32 du protobuf
?

14



EXEMPLES BIOME : UTILISATION DE SIRI

Il est possible de visualiser en hexa le contenu du Biome
Certains outils contiennent un visualisateur de Biome.

"field
"field
"field
“"field
“field
“field
“field
"field

i, Cellebrite

#1:
#2:
#3:
#4.
#5:
#6:
#7:
RE:

L-delim (e.g. string, message)”
vVarint (e.g. int32, bool)": 11

L-delim (e.g. string, message)”:
L-delim (e.g. string, message)":
L-delim (e.g. string, message)”
L-delim (e.g. string, message)"”:
L-delim (e.g. string, message)”

64-Bit (e.g. fixed64,

double)

"OFA26BF8-DCFD-4EBO-9240-D6DB379866A4",

"normal”,
“"none”,
'sirikit.intent.messages.SendMessageIntent”,
“none”,
"C3FD1065-5884-4B5E-BF43-64E5016684B8",

"1 4739091335518185000

16



EXEMPLES BIOME : UTILISATION DE SIRI

Il est possible de visualiser en hexa le contenu du Biome
Certains outils contiennent un visualisateur de Biome.

"field
"field
"field
“field
“field
“"field
“field
"field

i, Cellebrite

£1:
#2:
#3:
#4.
#5:
"o
#7:
R

L-delim (e.g. string, message)"”: "9FA26BF8-DCFD-4EBO-9240-D6DB379866A4",
varint (e.g. int32, bool)": 16,

L-delim (e.g. string, message)": "normal”,

L-delim (e.g. string, message)": "recipient”,

L-delim (e.g. string, message)”: "sirikit.intent.messages.SendMessagelntent”,
L-delim (e.g. string, message)”: "com.apple.MobileSMS",

L-delim (e.g. string, message)”: "C3FD1065-5884-4BSE-BF43-64E5016684B8",

64-Bit (e.g. fixed64, double)”: 4739091335518931000

17



BIOME Examples: MESSAGES

Depuis PA 7.59

v @8 Chats (32) (136 messages)

® Facebook Messenger (14) (75

Native Messages (7) (32 messai
Recents (3) (3 messages)
Signal (1) (7 messages)
Snapchat (1) (1 message)
Telegram (4) (5 messages)
WhatsApp (1) (5 messages)

Wickr (1) (8 messages)

i.* Cellebrite

l Start Time

13/02/2023 0&:57:39(UTC+1)

13/02/2023 08:57:59(UTC+1)

13/02/2023 08:10:04(UTC+1)

13/02/2023 0&:10:04(UTC+1)

File syster

Last Activity

13/02/2023 08:57:59(UTC+1)

13/02/2023 08:57:59(UTC+1)

13/02/2023 08:14:27(UTC+ 1)

13/02/2023 08:13:50(UTC+1)

Extractionzip/root,

07/02/2023 18:56:44(UTC+1)

07/02/2023 18:56:44(UTC+1)

01/12/2022 18:54:37(UTC+1)

07/02/2023 18:56:44(UTC+1)

07/02/2023 18:56:44(UTC+1)

13/02/2023 08:14:27(UTC+1)

D 3 S € e
Hey jp how are you message 1 for
biome not deleted and not updated

Q 13/02/2023 0810:04(UTC+1)
snapchat

+33608980894

+33608920894

osh
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New message management

Today 0810

Hey jp how are you messz
biome not deleted and n

i.* Cellebrite

Hey jp how are you message 1 for
biome not deleted and not updated

Hey jp how are you message 3
version 3.1 now the message is
updated

Now reply 1 updated reply 2 will be
deleted

19



L’annulation d’envoi des messages

- Tentative de rappel de ces messages au(x) destinaire(s) (terme en anglais recall).

- Si le destinaire est sous MacOS 13 /i0OS 16 le message sera effacé de la base de données mais les
meétadonnées resteront. Possibilité d’annulation jusqu’a 2 minutes aprés I'envoi initial.

- Les métadonnées contiennent I'expéditeur et le destinataire du message, la date et I'heure mais le
contenu du message est bel et bien effacé. |l se peut cependant que I'on retrouve ce message dans

d’autres bases de données (notifications, Spotlight,....) De
De: +33785650921 (propriétaire)
+33785650921 A
0 0112/2022 17:5437(UTC+0) [ A:+33608980894 Jp Noat
P cc
BCC
Etiquette

Recalled

i, Cellebrite .



VALEUR AJOUTEE DU

L e praers v e - vy

BIOME

clb-4n6s@uriel-expert.com

@ Q) 88 Participants v | | Start Time v | Last Activity
Hey jp how are you message 1 for

1 2 snapchat 13/02/2023 08:57:59(UTC+1)  13/02/2023 C biome not deleted and not updated
+33785650921 (owner) (7} 13/02/2023 0810:04(UTC+1)

1 2 snapchat 13/02/2023 08:57:59(UTC+1)  13/02/2023 C 1
+33785650021 (owner) sources {1)

clb-4n6s@uriel-expert.com Q
Hey jp message 2 deleted P
123 13/02/2023 08:10:30(UTC+1)

3 |3 +3360898089%4 Jp Noat 13/02/2023 08:10:04{UTC+1) 13/02/2023 C & 1
clb-4nbs@uriel-expert.com (owner) urees
+33785650921 (owner) = 7y o

12 sosh sash 07/02/2023 18:56:44(UTC+1)  07/02/2023 1 g ——
+33785650921 (owner) 3 not updated

1 |2 sosh sosh 07/02/2023 18:56:44(UTC+1) 07/02/2023 1 0 13/02/2023 08:11:19(UTC+1)
+33785650921 (owner)

20 3 +33785650921 (owi File system Extraction.zip/root/private/var/mobile/Library/Biome/streams/publi Intent/local/691610034492436 : Ox1E022 (Size: 1048576 bytes)
+33608980894 Jp Noa Jp NOat

(owner)

i, Cellebrite

Now reply 1

© 13/02/2023 08:13:50(UTC+1)

Sources (1

Jp Noat
Reply 2

© 13/02/2023 08:14:27(UTC+T)

Sources (1
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VALEUR AJOUTEE DU BIOME

UNIQUE SOURCE OF MESSAGES

)+

T+ Export v Filters ¥ Actions ¥ Enter text to filte Q

23

o

+33785650921

Hey Jp how are you
By 10122022 17:32:30(UTC+1)

Sources (2)
+33785650921
Hey jp how are you message 1 for biome not deleted and not updated
&8 13/02/2023 08:10:04(UTC +1)

Sources (1}

785650921

O & wvw2r03

+33785650921

Hey jp how are you message 3 version 3 not updated
(%) 13/02/2023 OB:NNAS(UTC+1)

i.: Cellebrite

Source:

Subject:
Timestamp:
Status:

Message Type:
SMSC:

Device description:
Folder:

Priority:

Deletion Date:
Service Identifier:
Extraction:
Source file:

From

Native Messages

13/02/2023 08:10:30(UTC+1)
Sent
iMessage

Sent

13/02/2023 08:10:38UTC+1)

File System
File system Extraction.zip/root/private/var/
mobi ibrary/SMS/sme db-wal : Ox

able: message, handle: Size: 3469072
bytes)

& From: +33785650921 (owner)

To

€% To: +33608980894 Jp Noat

cc

BCC

Label

Recalled

Attachment

SharedContacts
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BIOME ET IMESSAGE

On peut voir différentes versions
du message édité

i, Cellebrite

TS v Export ¥ Filters ¥ Actions ¥ | ( Enter text o fikter Q

+33785650921
Hey jp how are you message 1 for biome not deleted and not updated
o 13/02/2023 08:10:04(UTC +1)
Sources (1)
+33785650921 (0]
Sources (1)

+33785650921
Hey jp how are you message 3 version 3 not updated
O 13/02/2023 OBA1:19(UTC+1)

+33785650921
Hey jp how are you message 3 version 3.1 now the message is updated

& 13/02/2023 08:12:02(UTC+1)

SMSC:

Device description:

Folder: Sent

Priority:

Service Identifier:

Extraction: File System

Source file: File system Extraction.zip/root/private/var/
mobile/Library/SMS/sms.db-wal : 0x283C95
bytes)

From

¢ From: +33785650921 (owner)
To

¢ To: +33608980894 Jp Noat

2.2

Hey jp how are you message 3 version 3.1 now the message
i tndatand



LES OUTILS S’Y METTENT

Comme chaque format est différent 'approche est progressive
Cellebrite, Magnet, Oxygen et MSAB supportent certaines données du Biome
Des Biomes sont découverts tous les jours et donc nécessitent de fréquentes mises a jour.

Impatient de les voir dans iLeap

Artex (Doubleblak I'outil de lan Whiffin) les integre déja partiellement avec également un visualisateur.

i.* Cellebrite
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Quelques liens pour iOS 16

Biome : hitps://blog.d204n6.com/ (5 parties sur le Biome un must) de Cryptid Vance

iOS 16 (1eres recherches de CLB) en anglais : https://www.youtube.com/watch?v=WwMfPm1UMpO

Le blog de Scott Kjr3347 : hitps://github.com/ScottK|r3347/ et en particulier les requétes adaptées a
'iOS16 : https://github.com/ScottKjr3347/i0S Local PL Photos.sqlite Queries/tree/main/iOS16

L’'outil Artex de lan Whiffin : https://www.doubleblak.com/

Cyberchef : https://gchq.github.io/CyberChef/

iILEAP : https://github.com/abrignoni/iLEAPP

Structure interne du Biome : https://bluecrewforensics.com/2022/03/07/ios-app-intents/

i, Cellebrite
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https://blog.d204n6.com/
https://www.youtube.com/watch?v=WwMfPm1UMp0
https://github.com/ScottKjr3347/
https://github.com/ScottKjr3347/iOS_Local_PL_Photos.sqlite_Queries/tree/main/iOS16
https://www.doubleblak.com/
https://gchq.github.io/CyberChef/
https://github.com/abrignoni/iLEAPP
https://bluecrewforensics.com/2022/03/07/ios-app-intents/

<o Cellebrite

Email :

Twitter : @4n6s_mc
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Linkedin ¢ jean-p
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